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Figure 1: Smurf Attack
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1 ICMP

[edit firewall filter detect-icmp]
terma{
from {
destination-address {
10.1.1.1/32;
}

protocol icmp;

}
then {

count icmp-counter;
log;
accept;

}
term b {

then accept;

[edit interfaces fxp0]
unit 0 {
family inet {
filter {
output detect-icmp;
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address 10.10.10.1/24;
}

}
3. smurf

root@ballpark> show firewall

Filter/Counter Packet Byte

count count
detect-icmp 78,516 5,025,000
icmp-counter

root@ballpark>
4. ICMP
root@ballpark> show firewall log
Time Filter A Interface Pro Source address  Destination address
23:09:09 - A at-2/0/0.301 TCP10.2.0.25 211.211.211.1:80
23:09:07 - A at-2/0/0.301 TCP10.2.0.25 211.211.211.1:56
23:09:07 A at-2/0/0.301 ICM 10.2.0.2 211.211.211.1:49552
23:02:27 - A at-2/0/0.301 TCP10.2.0.25 211.211.211.1:56
23:02:25 - A at-2/0/0.301 TCP10.2.0.25 211.211.211.1:80
23.01:22 - A at-2/0/0.301 ICM 10.2.2.101 211.211.211.1:23251
23.01:21 - A at-2/0/0.301 ICM 10.2.2.101 211.211.211.1:16557
23:01:20 - A at-2/0/0.301 ICM 10.2.2.101 211.211.211.1:29471
23:01:19 - A at-2/0/0.301 ICM 10.2.2.101 211.211.211.1:26873
5. ( whois —h
radb.ra.net 192.68.20.1)
6.
7. Then
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netstat —a—f inet
2.
[el0]
firewall {
filter hostprotect {
term ssh-permit {
from{
source-address {
10.1.1.0/24;
}
protocol tcp;
destination-port ssh;
}
then {
count ssh-permitted;
accept;
}
}
term ssh-deny {
from{
protocoal tcp;
destination-port ssh;
}
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then {
count ssh-denied;
log;
discard;
}
}
term telnet-permit {
from{
source-address {
10.100.100.0/24;
10.200.0.0/16;
}
protocol tcp;
destination-port telnet;
}
then {
count telnet-permitted;
accept;
}
}
term telnet-denied {
from{
protocol tcp;
destination-port telnet;
}
then {
count telnet-denied;
log;
discard;
}
}
term snmp-permit {
from{
source-address {
10.100.100.0/24;
10.200.0.0/16;
}
protocol udp;
destination-port snmp;
}
then {
count snmp-permitted,;
accept;
}
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}
term snmp-denied {
from{
protocol udp;
destination-port snmp;
}
then {
count snmp-denied;
log;
discard,;
}
}
term ntp-permit {
from{
source-address {
10.100.100.0/24;
10.200.0.0/16;
}
protocol udp;
destination-port ntp;
}
then {
count ntp-permitted;
accept;
}
}
term ntp-denied {
from{
protocol udp;
destination-port ntp;
}
then {
count ntp-denied;
log;
discard,;
}
}
term permit-everything-else {
then {
count other-permitted;
accept;
}
}
}
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AXI SYN
1 AXI SYN
[ TCP TCPSYN
[edit firewall filter detect-syn-attack]
terma{
from {
protocaol tcp;
tcp-flags SYN;
}
then {
count syn-packets;
log;
sample;
accept;
}
}
termb {
from {
protocaol tcp;
}
then {
count tcp-packets;
accept;
}
}
root@ball park#
[
forwarding-options {
sampling {
input {
family inet {
rate 100;
run-length 2;
}
}
output {
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file filename sampled-pkts files 5 size 2m world-readable stamp;
}
}
}
[
[edit interfaces fxpO]
unit 0 {
family inet {
filter {
output detect-syn-attack;
}
address 10.10.10.1/24;
}
}
[edit]
2. TCP SYN
detect-syn-attack tcp syn
syn tcp SYN SYN
TCP 50%
root@ball park# run show firewall
Filter/Counter Packet count Byte count
count-icmp-echo
echo-reply-counter 0 0
detect-syn-attack
tcp-packets 0 0
syn-packets 0 0
[edit firewall filter detect-syn-attack]
root@ball park#
SYN
1. sampled-pkts
scapshaw@ball park> file show /var/tmp/sampled-pkts
Time Dest SrcAddr  Dest Port  Src Proto TOS Pkt Intf IP  TCP
Addr Port Le Num Fra Flags
n g
Sept 27 5:48:54 10.10.9.1 10.1091 O 0 1 ox 84 8 0x0
9 95 0
Sept 27 15:485 10.109.1 101091 O 0 1 Ox 84 8 0x0
5 9 95 0
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Sept 27 151485 10.109.1 10.1091 O 0 ox 84 8 0x0
6 9 95 0
Sept 27 151485 10.109.1 10.1091 O 0 Ox 84 8 0x0
7 9 95 0
Sept 27 151485 10.109.1 10.1091 O 0 ox 84 8 0x0
8 9 95 0
2.
Intf Num show interface
extensive
3. detect-syn-attack “
AXI SYN ” detect-syn-attack
4,
5. detect-syn-attack Term A
1
IP
10.1.0/24
filter source-addr-verification {
term a{
from{
source-address {
10.1.1.0/24;
}
}
then accept;
}
termb{
then {
count invalid-source-addr;
log;
discard; }
}
}
[edit]
root@ball park#
Copyright © 2001 AXI DoS m 11




Fh. 3 ¥ a
! ! -
s Juniper ERICSSON =
2.
[edit interfaces fxp0]
unit 0 {
family inet {
filter {
input source-addr-verification;
}
address 216.44.149.19/29;
}
}
root@ball park#
DoS
DoS
Internet
Processor |1 ASIC
DoS
1. DoS ICMP UDP
TCP-SYN
2. DoS “ Smurf " “ SYN
3.
ICMP smurf
200 Kbps ICMP smurf
[edit firewall]
filter limit-icmp {
policer pL
if-exceeding {
bandwidth-limit 200k;
burst-size-limit 20k;
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}
then {
discard;
}
}
term one {
from{
protocol icmp;
}
then {
policer limit-icmp;
accept;
count count-icmp;
}
}
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