
How SIP works

The session initiation protocol (SIP) is an
application-level control protocol for estab-
lishing, modifying, and terminating multi-
media sessions between one or more partic-
ipants. It supports multimedia conferenc-
ing, Internet telephone calls, registration
and redirection services, and is easily ex-
tended. It traces its roots to several multi-
party conferencing initiatives in the history
of the Internet Engineering Task Force
(IETF) as well as to the World Wide Web
(WWW) and Internet e-mail. As a result,
SIP embodies a distinct protocol, with syn-
tax and semantics for the messages to be ex-
changed, and a philosophy of end-to-end
control over session establishment with sup-
port from servers in the network. Figure 1
shows the relationship of SIP to various
other protocols in use in the Internet.

Basic session establishment
In the simplest case, two users want to com-
municate with one another using a variety
of media types (such as audio, video, and text
messages) over an IP network. The software
application that enables the communication
of each party is known as a user agent (UA).
The UA could be running as a “soft client”
on a PC, as the operating software in a mo-
bile device, or in the firmware of a desktop
SIP phone.

Party A, who wants to communicate with
Party B, sends an INVITE message to Party
B, who is listening on the official SIP port
(5060). The INVITE body contains infor-
mation encoded with the session description
protocol (SDP), which indicates the types of
media the receiving party is willing and able
to use. Party B’s response indicates his pre-
ferred media types. Once Party A returns an
ACK message, each party is aware of the
other’s IP address and port numbers where
the media streams will be received. Simi-
larly, each knows which types and band-
width of media the other is able to receive.
When ACK has been sent and received, both
ends begin transmitting data to the corre-
sponding receiver ports, via a separate media
connection using the real-time protocol
(RTP) or some other appropriate transport
protocol. Throughout the session, either
party can make updates (indicating a new
set of media types, addition of new parties
to the session, or other changes), by sending
additional SIP messages. At the end of the
communication, either Party A or B can
send a BYE message to indicate termina-
tion. When the other party responds the ses-
sion is ended.

The user datagram protocol (UDP) is a re-
quired transport protocol primarily for per-
formance reasons (TCP and other protocols
are optional). But because of the unreliable
nature of the datagram service in UDP, SIP
contains its own retransmission mecha-
nisms, including the three-way exchange
between nodes for establishing sessions.

Syntax and addressing
Instead of being IP addresses, destinations
in SIP can be represented with uniform re-
source indicators (URI), which have the
same format as e-mail addresses. Accord-
ingly, a valid SIP address might be
sip:Mark.Peck@ericsson.com. This implies the
use of the domain name service (DNS) to
map host and domain names to IP address-
es. Support for DNS is a key aspect of the
integration of SIP with Web- and mail-
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enabled technologies, which are already fa-
miliar with the concepts of URIs and their
interpretations.

The close connection between SIP and
DNS facilitates interoperability with tele-
phone systems and addressing mechanisms.
Support for E.164 numbering in DNS
(ENUM) allows SIP servers and clients to
send and receive telephone numbers in place
of SIP URIs in messages, and to route them
in a sensible fashion. 

SIP is a text-based protocol—it reuses the
message structure found in the hypertext
transfer protocol (HTTP) and simple mail
transfer protocol (SMTP)—with numerous
informational headers followed by a body
(possibly multi-part). As a result, scripting
languages such as Perl or Python are well
suited for automating many session-
processing tasks in a SIP server.

That SIP addressing lends itself to find-
ing resources and people is an important part
of the philosophy behind the protocol.
When we consider real-time communica-
tions and the future of such services, we see
that our focus is still mainly on communi-
cation between people. SIP is very useful for
finding and “connecting to people,” regard-
less of where they happen to be or what they
are doing.

Indirection
Indirection is a key concept for understand-
ing how SIP works. According to this con-
cept, the current location of a user is hidden

behind a permanent user identity or uniform
resource locator (URL). A network-based
SIP server binds the user’s mobile identity
to the permanent URL much in the same
way a home agent functions in a mobile IP
network. The two principal mechanisms in
SIP that support this are redirection and
proxying.

If Party A does not know the address of
Party B, then Party A can send an INVITE
to a redirect server, which returns a response
indicating where Party B can be found (usu-
ally in the form of a SIP URI). Party A can
then send a new INVITE to Party B.

The use of a proxy server allows users to
have a node in the network that performs
some intermediary function before the SIP
messages are routed to their destination on
behalf of the UA. If such a node exists, the
SIP messages that it receives are forwarded
to the appropriate destination and respons-
es are forwarded in the reverse direction.
Thus in terms of signaling, the proxy ap-
pears to each endpoint as if it were the other
endpoint.

In cases that involve either a redirect or a
proxy server, a location server might be con-
sulted for information on the current SIP ad-
dress of the indicated destination. The in-
terface between the proxy or redirect server
and the location server is not defined in the
SIP RFC, but can be some appropriate
querying interface, such as LDAP, HTTP,
or DIAMETER. SIP supports real-time up-
dates to the location server database via a
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Relationship of various protocols used on
the Internet.



REGISTER message that indicates the
user’s current location via a SIP URI. The
SIP server that receives the REGISTER mes-
sages and updates the location database is
called a SIP registrar. Through information
obtained from the registrar, the redirect or
proxy server is able to reroute a SIP request
to the destination where the user wants to
be reached.

Indirection is not limited to the user—by
using DNS it can also be applied to the SIP
servers themselves. A number of DNS mech-
anisms exist to map a symbolic name for a
SIP server into an IP address where that serv-
er can be reached. Particularly interesting
are SRV records (server location records ex-
tension to DNS), which allow the definition
of one or more SIP servers that are the first
point of contact for a given domain. For ex-
ample, four separate SIP servers might share
the load for the ericsson.com domain. The use
of DNS makes it very easy to establish these
network topologies. Therefore, the process

by which a user is contacted using SIP in-
volves
• identifying the server for that user; and
• determining the location of the server. 
Indirection can be used in each of these steps
to yield a very flexible and fluid communi-
cations network.

Forking
By means of a procedure known as forking,
SIP proxies can simultaneously forward a
SIP message to multiple destinations. A user
can thus have multiple destinations regis-
tered (say, a mobile device as well as a desk-
top phone) and have each destination alert-
ed simultaneously when a new session re-
quest arrives. The proxy server correlates the
responses received from various branches
and ensures that only a single upstream re-
sponse is sent to the client. 

Using SIP in various environments
To bring useful SIP implementations to
market, some hurdles must be overcome in
particular environments. Knowing these
hurdles and their solutions helps explain
Ericsson’s architectural choices for the solu-
tions currently under development.

SIP on the public Internet

SIP on the public Internet is the default case,
given the high bandwidth and low latency
between network elements (making QoS
mechanisms less important) and the lack of
differentiated domains that would intro-
duce elements such as firewalls, network ad-
dress translators (NAT) or other gateways.
In this environment, emphasis can be put
on terminal-based or end-to-end solutions
that embody the “pure” philosophy of the
Internet. Most of the general descriptions of
SIP in this article are based on this scenario,
and it is from here that we will add domain-
specific extensions that accommodate the
unique needs of the other scenarios.

SIP in protected domains
For many users, the default scenario de-
scribed above is incomplete. Most notably,
the network is often not “transparent” end-
to-end at or above the IP layer. Provisions
must thus be made to ensure unchanged be-
havior from an end-user perspective.

For security purposes, many IP networks
are protected from external traffic by the in-
stallation of a firewall, which solely allows
packets to flow through designated secure
points. For security purposes and address
conservation, many ISPs and enterprises al-

30 Ericsson Review No. 1, 2002

Figure 2
Telecom server platform (TSP).



Ericsson Review No. 1, 2002 31

locate private IP addresses to their users.
These private addresses are then mapped to
public IP addresses by a network address
translator. For “pure” client-server applica-
tions, such as the Web, file transfer, or e-
mail, in which the precise real-time network
address of the end-user is irrelevant, 
application-level proxies can provide unim-
peded access to the services needed, and fire-
walls and NATs need not be show-stoppers.
However, although SIP differentiates the
signaling from the media in establishing a
real-time communication session, the two
are highly interdependent, and firewalls and
NATs can pose a problem. A SIP proxy that
is employed to pass messages through a fire-
wall, for example, must provide indirection
support for locating users on either side of
the firewall, and have some means of in-
structing the firewall to allow media to pass
through it (since the media might use an en-
tirely different combination of IP addresses
and port numbers). Similarly, if a NAT
transforms the private IP address used by a
SIP UA into a public address, then the pri-
vate media address described by the session
description protocol (SDP) in the SIP mes-
sage will be unusable by the remote UA.
Therefore, an application layer gateway
(ALG) must be coupled to the NAT to en-
sure that the SDP is rewritten to reflect the
public address that will be used to transit
the media across the domain boundary.

SIP in a mobile environment

Limited bandwidth over the air interface
means that the amount of signaling must be
kept to a minimum. The size of SIP mes-
sages might become quite large due to the
number of steps taken in routing between
endpoints and because SIP is a text protocol
rather than binary. This necessitates the es-
tablishment of a node that can customize
signaling for efficiency without affecting
end-to-end transparency. Such a node (SIP
proxy) can also serve as a useful default in-
bound and outbound proxy for address-
translation services, the invocation of local-
ly significant services (such as taxi locators,
weather, or news), and guaranteeing quali-
ty of service (QoS) for network resources.

Consequences

Because of the particular requirements im-
posed on SIP-based networks in these envi-
ronments, there is great benefit to be de-
rived from an architecture that supports
some or all of the requirements in a flexible
manner. Several specialized nodes have been

identified by (among others) the Third-
generation Partnership Project (3GPP) to
accommodate these requirements and pro-
vide operators with a powerful framework
for adding value to the end-user experience.

Capabilities supported 
by SIP
In the paragraphs that follow we list some
examples of services and service building
blocks that are made possible by the basic
mechanisms of SIP. We will also describe
scenarios in which they add value to the end-
user experience.

Add/drop media
SIP supports the ability to add new media
types (or remove unwanted media) in the
middle of a session. Additionally, disparate
media types can be supported at the various
endpoints without degrading the user 
experience (that is, lowest-common-
denominator communications are not nec-
essary). Consider a surgeon who, while in
the middle of a procedure, wants to consult
with a colleague in another part of the coun-
try. They begin discussing the case over a
traditional voice connection, but midway
through the session, the specialist deter-
mines that she needs to see the patient’s con-
dition. A one-way video feed is established
from the operating room, and the specialist
begins to type in a series of instructions that
show up in a separate chat window on the
surgeon’s viewing screen. The basic SIP
mechanisms that support this exchange re-
quire no extensions or specialized hardware
apart from an image-capture device in the
operating room.

Find me/follow me
The specialist from our previous example
can be simultaneously registered (with a SIP
registrar) in multiple locations according to
her daily patterns. Perhaps she has a fixed
SIP-enabled terminal on her desk that rings
when an INVITE message is sent to her pub-
lic SIP address. She can also register 
• with her mobile terminal, which can re-

ceive audio calls or instant messages; and 
• with her secretary, who might be in-

structed to take any audio calls that have
not been  answered after a given number
of signals. 

Finally, she can register with a SIP video
client on her desktop PC to receive video
feeds from surgeons while she is talking to
them on the phone. Audio calls might ring



simultaneously at all four locations. When
she answers one of the devices the other three
devices stop ringing. Note that none of what
we have described thus far requires special-
ized PBX equipment!

Presence and instant messaging
In the example above we mentioned the pos-
sibility of sending and receiving instant
messages via SIP, and its use for instant mes-
saging and presence has also been specified
by the SIMPLE working group of the IETF.
SIP is currently the leading candidate to ful-
fill the requirements of the instant messag-
ing and presence protocol (IMPP) working
group, which has specified an overall instant
messaging and presence framework. Sever-
al major operators and vendors, including
AOL and Microsoft, have announced plans
to support SIP for interworking between
presence and instant-messaging domains.
Because it is well suited for this purpose, SIP
will be one of the leading choices for trans-
port of presence and instant messaging in-
formation between users.

Conferencing and distance working
The operating-room scenario above could be
extended to include a class of medical stu-
dents who observe the surgery in progress
on a remote video feed and ask questions of
the specialist over an audio connection. A
lecturer located on a college campus could
provide distance-learning support to stu-
dents spread around the city. The necessary
equipment includes little more than video
capture equipment, a conferencing server to
mix the audio, and a chat-room environment
in which students’ questions can be queued
and answered.

The abolition of Class-5 services
Traditional voice services that previously
provided substantial revenue to incumbent
local operators are made trivial by SIP. Ser-
vices such as caller ID, call waiting, and call
hold are handled by basic SIP mechanisms
within the UA and require no input or con-
trol by the network. While this poses a
threat to the existing business model, in the
new business model of SIP-enabled net-
works, it becomes a competitive advantage
since users are given greater control over the
behavior of their communications services
at minimal cost to the operator. For this rea-
son, the simplification and trivialization of
formerly significant services gives operators
with new networks a competitive advantage
over their legacy competition.

Multiparty gaming
SIP can also be used to transport a wide range
of real-time information, including gaming
events for multi-player games. Additional-
ly, SIP (whether supported by the game
client itself or via a separate communicator
application) can be used during the game for
audio, video, and chat between players.

VPNs made simple
The use of DNS, ENUM, and the indirec-
tion capabilities of SIP make it easy to de-
velop and manage virtual private networks
(VPN). A single SIP proxy can provide ad-
dress mapping and forwarding services for a
remote location, giving users the perception
that they are located within the same cor-
porate domain as their colleagues (even
when they are not).

Business motivation 
for SIP-based systems
We are currently witnessing a dramatic
change in the way we communicate. The
monolithic incumbent telecommunications
operators, who until only a few years ago
provided all or most of our communications
needs, are now under constant pressure from
• technology turning one of their core as-

sets—network bandwidth—into a com-
modity;

• regulators and governments encouraging
competition in all areas of operator busi-
nesses;

• dramatic price drops being driven by reg-
ulatory changes, competition, and tech-
nology;

• the Internet, and IP in general, which is
moving communications into a totally
new era of packet-switched technologies;

• the need to make large investments to
meet users’ demands for broadband ac-
cess;

• the threat that mobile telephony will
overtake and replace fixed telephony,
which challenges operators’ core service
and revenue sources; and

• the relative ease with which a user can ob-
tain services from third parties in an IP-
based network, relegating the role of the
operator to that of “bit-pipe” provider.

Within the next decade operators will need
a new generation of networks, primarily
based on IP technology. These will pave the
way for new opportunities to earn revenue
and make customer-driven services the key
to profitability. All the same, these new net-
works do not have the same value chain as
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traditional telephony, and the business
models have not yet been established. Op-
erators will thus need to learn how they can
take advantage of these new networks and
move their businesses into a totally new
space. Simply providing the same set of ser-
vices using new technology will not enhance
the end-user value. In fact, as we have seen,
a re-implementation of traditional services
will only drive margins down and eventual-
ly lead to operator losses. The deployment
of SIP-based networks can be a remedy.
Compared to existing systems, elements of
the SIP technology and business value
proposition include but are not limited to
• presence;
• combinational services;
• access independence;
• new charging models;
• quality of service; and
• security.

Presence
By presence we mean that a group of indi-
viduals can share information (status) on
their current availability. SIP provides new
and creative ways of developing services
based on presence information. The value of
presence information is not found in pro-
viding it as an individual service, but rather
in combining presence with other multi-
media capabilities, such as combinational
service offerings.

Combinational services
With SIP, it will be easy to combine con-
versational multimedia services with other
categories of services, such as directory in-
formation, Web browsing, positioning, and
presence. For example, a location-based ser-
vice can be developed to combine a conver-
sational communication session with posi-
tioning information and maps to provide in-
formation that is pertinent to the geo-
graphical location of the parties involved.

Access independence
Being an application-layer protocol in the
IP-based suite, SIP is access-independent
and offers seamless service capabilities be-
tween fixed and mobile networks. This is a
key element in making the promise of fixed-
to-mobile convergence a reality.

New charging models
Operators will be able to define new charg-
ing models based on actual media usage. For
example, if the communication between two
parties begins with a real-time voice session

and video is later added, it is possible to
charge for the sessions individually and for
actual media usage during the sessions. 

Quality of service
Given the importance of conversational
multimedia services (where sessions which
are real-time sensitive, and which involve
voice and video streams, are shared with
streams that are not as time-sensitive) then
sufficient QoS mechanisms must be in place
to guarantee a rich end-user experience.
New product offerings will provide a robust
and flexible architecture that supports the
required QoS and security requirements in
mission-critical applications. SIP-based
products sit on top of the IP network and
take advantage of the capabilities of the un-
derlying network to provide QoS.

Security
Security mechanisms are major concerns for
operators who deploy IP-based networks.
SIP can encrypt and authenticate signaling
messages; RTP supports the encryption of
media. Together these two protocols pro-
vide cryptographically secure communica-
tions. Important benefits will be found in
providing the necessary security functional-
ity for the operator, including authentica-
tion, access control, confidentiality and in-
tegrity. These capabilities enable operators
to deploy secure next-generation networks
built on IP technology.

Ericsson’s IMS delivers 
on the promise of SIP
Recognizing the opportunities and chal-
lenges of SIP-based networks, and seeing the

Figure 3
Prototype SIP telephone.



potential for dramatic change in mobile
communications, the 3GPP has defined a
new domain that takes advantage of the
packet-switched capabilities provided by
GPRS and EDGE. This domain is called IP
Multimedia. Although the leading mobile
standards body drives the standardization
work, IP Multimedia is independent of any
access technology and is also intended to be
suitable for fixed-access networks.

Components of the IMS
Ericsson is building a 3GPP-compliant IP
Multimedia System (IMS) that will bring
the benefits of SIP-based communications
to operators and end-users in the near fu-
ture. The commercial IMS is not a stand-
alone offering, but is intended for delivery
as part of solutions from several of Ericsson’s
major business units.

The remarkable success of the ENGINE
concept has given Ericsson a powerful mar-
ket message for fixed operators around the
world. The ENGINE concept continues to
evolve from an ATM product focused on
telephony into an IP-based solution: 
ENGINE Integral + IP. The next major
step, called ENGINE Multimedia, offers a 
multimedia-enabled solution. At the heart
of this solution sits the IMS.

The standards work for CDMA2000-
based mobile systems is carried out in
3GPP2, which has defined a network archi-
tecture for multimedia that is very similar
to that of 3GPP. The products and applica-
tions deployed in the IMS will also be part
of the offerings from Ericsson to CDMA-
based operators in the US and elsewhere.

Delivering on the promise of
interoperable multimedia
During 2002, Ericsson will release IM 0.9,
which will allow operators and end-users to
see
• close alignment with the 3GPP architec-

ture, including the CSCF, MRF, MGCF,
SG, HSS, subnetwork manager, and other
nodes;

• integrated operations and management;
• improved system characteristics, includ-

ing capacity, reliability and throughput;
and

• new services.
Beyond release IM 0.9 lies the reality of com-
mercial systems delivered as part of total so-
lutions that offer robust security, flexible ac-
counting and charging, differentiated QoS,
and support for the wide array of media types
and devices that will be connected to the sys-
tem.

SIP Server example: CSCF
The call/session control function (CSCF) is
to be deployed as part of Ericsson’s IMS, and
as such it can be used in next-generation
wireline and wireless networks using SIP as
the signaling protocol. However, it is not
intended to be a standalone commercial of-
fering. Instead, it has been designed to be
suitable for a wide range of applications, in-
cluding the call/session control function de-
fined by 3GPP, and the session control man-
ager (SCM) defined by 3GPP2, as well as a
number of call control and application
servers described in various Internet drafts.

The CSCF offers an ideal platform for de-
ploying next-generation communication
services in multimedia-enabled networks. It
provides support for popular Internet pro-
tocols and open, industry-standard APIs on
a scalable, high-performance platform that
draws from Ericsson’s experience of tele-
phony systems (Figure 4).

High-level functionality

The CSCF, which supports the establish-
ment, modification and release of IP multi-
media sessions using the SIP/SDP protocol
suite, provides the following capabilities:
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• subscriber registration;
• invocation of multimedia sessions (origi-

nating and terminating)—the CSCF sup-
ports SIP mechanisms for invoking one or
more IP multimedia sessions;

• capability negotiation at session invoca-
tion—the CSCF supports SIP mecha-
nisms for establishing the capabilities of
a session;

• modification and clearing of multimedia
sessions;

• forwarding, redirection, and rejection of
multimedia sessions;

• notification of multimedia session events
to the service network; and

• interfaces to an IP policy control function.

Carrier-class technology

The CSCF has been designed to take advan-
tage of the capabilities of TSP. This is con-
sidered a critical part of the value proposi-
tion of this product to Ericsson’s customers,
because of their need for high availability,
cost-effective scalability, and best-in-class
capacity for running large-scale networks.
Notwithstanding, a focus on carrier-grade
characteristics does not limit the function-
al capability of the server.

Routing and addressing

The CSCF is capable of routing according to
standard SIP mechanisms for session estab-
lishment, clearing, and modification. It can
query DNS servers to map E.164 numbers
(using ENUM) or SIP URIs to network ad-
dresses. The CSCF also supports specialized
routing mechanisms (as defined in 3GPP,
3GPP2, or other standards bodies) that in-
volve other nodes in the network (such as the
HSS or AAA server). It is also able to route
multimedia session attempts to and from
non-3GPP and non-IMS systems. This gives
operators the ability to provide their cus-
tomers with open and interoperable services.

Customized services

The CSCF supports the invocation of ser-
vices either remotely (remote invocation) or
locally (local invocation). For remote invo-
cation the CSCF supports an external API
(such as Parlay/OSA) carried over CORBA
for access to remote application servers. Ap-
plications that want to make use of the ca-
pabilities of the CSCF can also use this in-
terface. For local invocation the CSCF sup-
ports the execution of services on the node
by means of at least two mechanisms:
• through the execution of scripts written

in the call processing language (CPL); and

• through the execution of Java SIP servlets.
The SIP servlet engine allows program-
mers to write applications in Java that
control the behavior of the CSCF in re-
sponse to SIP messages. This gives oper-
ators extensive opportunities to cus-
tomize and deploy basic services that en-
hance the establishment of multimedia
sessions.

Charging

The CSCF supports the collection of ac-
counting information for time- and event-
based charging. Using DIAMETER it for-
wards this information to the accounting
server, where it can be aggregated with data
collected from other nodes.

Availability/reliability

The CSCF has been designed for uninter-
rupted operation—it takes advantage of the
facilities offered by TSP to enable high avail-
ability of hardware and software. All hard-
ware and software upgrades can be per-
formed on the node while in operation.
Availability is expected to exceed 99.995%.
A single hardware failure will not stop the
operation of the CSCF. Moreover, the net-
work architecture of the IMS provides addi-
tional redundancy in the event of cata-
strophic failure of a single node—alternate
CSCFs can be selected without loss of ser-
vice.

Conclusion
SIP is a central part of the value proposition
of future multimedia networks. This value
stems from several key aspects of the proto-
col, including
• the flexibility of addressing, routing and

modifying messages using the protocol;
• support for a wide range of media types,

simultaneously invoked or selectively
added as the need arises;

• the wealth of information that can be
communicated to all nodes in the net-
work, fostering an end-to-end view of ser-
vices and applications; and

• ready integration with Web-enabling
technologies that springs from the origins
of SIP in the IETF.

Ericsson is bringing several new products
and solutions to bear in this new technolo-
gy space. These offerings will enable opera-
tors to position themselves in new markets
and to realize new revenue streams while
protecting their investment in legacy sys-
tems.
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