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Enabling the network-

embedded cloud

Growth in the number of smartphone and tablet applications deployed in public data-centers,
and the rising use of cloud services by enterprises can lead to stretched resources, suboptimized
networks and, ultimately, an inferior user-experience. Maybe it's time to reshape the cloud.

* DAVID ALLAN, JAMES KEMPF AND TORBJORN CAGENIUS

Making better, more dynamicuse
of cloud resourcesrequires a whole
new innovative architecture: the
network-embedded cloud. This
conceptisbased onavariety

of computational and storage
resources beingembeddedin
thenetwork, interconnected via
provisioned WAN links,and
distributed closer to the network
edgestoprovidetheright QoE

and more flexible connectivity.
Naturally,achangeinarchitecture
placesnewrequirementson

the way clouds integrate with
networks. Toimplement the
network-embedded cloud, some
key enablers arerequired, one of
whichis elasticnetworking.

Elastic networking is a technique for
dynamically managing network con-
nectivity between data centers, in a
way that is complementary to their
computational and storage resources.
This technique can reduce provisioning

connectivity time from days to minutes.
However, for it towork, a direct relation-
ship must exist between the data-center
architecture and network connectivi-
ty to maintain tenant isolation, ensure
provisioned bandwidth and uphold pri-
oritization within the distributed cloud.

Marketsituation

Cloud computing combines the collec-
tive benefits of rapid fulfillment and
multiple business models with the
elasticity of computational and stor-
ageresources. Itis the next phase in the
automation evolution that began with
batch processing, continued with ear-
ly time-sharing and virtualization, and
hasresulted in the massive expansion of
warehouse-scale computing.

Until now, the networking compo-
nent of cloud infrastructure has been
confined primarily to intra-data-center
communication. However, there are a
number of factors that are driving the
development of inter-data-center net-
working, including:

Terms and abbreviations

¥ increased deployment of applications
over private and public clouds, whichis
known as the hybrid-cloud model;

# storage-capacity issues at existing
facilities, requiring seamless intercon-
nect between multiple data centers,
whichis known as cloud bursting;

& geo-redundancy, to minimize the
impact of amajor disruption to normal
operations; and

# the ability to personalize the location of
computational and storage resourcesin
the network to conserve overall band-
width, or minimize latency between
critical components.

Therequirements imposed by the seam-

less interconnect and the network-

embedded cloud need to be analyzed
to understand: the differences in the
resource environments of intra- and
inter-data-center communication; and
the characteristics of data-center traf-
fic patterns throughout the life cycle of

a given workload.

The trend in architecture design is
shifting towards the provision of non-
blocking connectivity within the fabric
ofthe data center. Statistically speaking,
connectivity is non-blocking — assum-
ing perfect load balancing across the
bisection bandwidth. However, the scal-

MEF E-LINE Metro Ethernet Forum
Ethernet Line Service

AAA authentication, authorization
and accounting

ing capability of such designs or clus-
ters is limited; once the maximum has

API application programming interface MPLS Multiprotocol Label Switching beenreached, inter-cluster connectivity
CcDC central data center NaaS Networking as a Service becomes blocking. Current operational
CDN content distribution network NMS network management system practice to minimize inter-cluster band-
CIR committed information rate 0s operating system width requirements is to place work-
DC data center OTN optical transport network loads that need to interact with each
DDC distributed data center RNC radio network controller other within the same cluster.

EIR excess information rate SLA Service Level Agreement Similar operational practices could be
E-LAN  Ethernet LAN service VLAN  virtuallocal area network applied to the sets of clusters, irrespec-
E-LINE  Ethernetline service VM virtual machine tive of physicallocation, ifrequirements

GW gateway VPLS Virtual Private LAN Service for geo-redundancy and data-mirror-
IPsec IP security WAN wide area network ing could be ignored — allowing the
IPT-NMS IP Transport Network WDM wavelength division multiplexing network to continue to function with-

Management System out further intervention. But even 3

ERICSSON REVIEW « 2 2012



Reshaping the cloud
36

BETiH Vision of a network-embedded cloud
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#% within a non-blocking cluster, addi-
tional computational supportis needed
to manage collisions of exceptional-
ly large data flows. Adopting an intra-
cluster or intra-data-center approach
requires enhanced resource manage-
ment. Grouping computing resources
geographically to manage overall net-
work bandwidth or customer latency
will place even greater demands on the
integration of cloud data-centers and
the WAN.

Ericsson vision

Management of computational and stor-
age resources has, until recently, been
the primary focus of building and oper-
ating clouds. Unfortunately, this focus
tends toresultin suboptimal designs as
factors such as network latency, the cost
of high bandwidth over long distances
and the lack of service guarantees are
ignored, leading to poor application and
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network performance or high costs for
certain applications.

Ericsson’s keyinsightintothenetwork-
embedded cloud has been finding the
proper balance between computational,
network and storage resources to create
optimal cloud-infrastructure designs.
Ericsson’s vision covers the full range of
deployment scenarios, from mega data-
centers, smaller regional micro data-
centers, clusters of individual servers,
and embedded-service blades on rout-
ers — sometimes referred to as pico
data-centers.

Network virtualization provides
tenants with secure, isolated, elas-
tic network-slices with associated SLA
guarantees —in essence, Networking as
a Service (NaaS). Cloud orchestration
and elastic networking act as the glue
that binds computational, storage and
networking resources together into a
single entity that can be dispatched —-as

network

Mobile

shown in Figure 1. The resulting ser-
vice provided to tenants is a seamless,
secure and isolated elastic slice of the
networking, computational and storage
resources—aslice that has outward con-
nectivity to the internet.

Elastic networking provides ten-
ants with an abstraction called a flash
networkslice — a logically isolated vir-
tual network that may span sever-
al data centers and network domains,
with service-level guarantees defined
in timescales of less than a second and
up to a few minutes. This is a consider-
able improvement on, say, the time it
takes to bring up a VPN connection in
the WAN today —a process that can take
from a couple of hours up to several days
to complete. Tenant traffic within the
flash networksslice is logically isolated
from other traffic and can be further
isolated with the addition of a firewall
or through encryption. Each slice will
have associated bandwidth guarantees,
which can be met on a flexible basis so
the tenant can save on unused band-
width for times of greater need. The
flash networlksslice brings to network-
ing the same model of on-demand, elas-
ticresource-allocation that data centers
andvirtualization bring to computation
and storage.

Cloud network-orchestration aggre-
gates computational, storage and net-
work resources, providing the tenant
with asingle logical view for the deploy-
ment and provisioning of applications.
Tenant applications are constructed by:

# selecting various components - froma
catalog;

# specifying the service-level guarantees
for network connectivity between appli-
cations; and

& adding location constraints on the
deployment of each chosen component.

Storage resources are allocated to the

application to provide access to criti-

cal data, and the properties of the con-
nection from the application to clients
are specified. The developer describes
the application at a high level, and it
is the job of network orchestration to
refine this description into a physical-
ly deployable system — a process that
involves filling in the details of where
to deploy virtual machines, how to pro-
vision them, the exact network links
and their bandwidth, and what type of
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load balancing, if any, is necessary for
client access. This orchestration mod-
el involves a multi-tiered approach,
which enables developers to create
applications with a wider scope than
that allowed by the currently popular
three-tiered approach.

Use cases

When considering cloud operations,
and in particular inter-cloud transac-
tions that could benefit from network-
resource management, anumberofuse
cases emerge. All are various forms of
thelarger problem of mapping workload
to computing resources while taking
network connectivity into account. The
architecture of the network-embedded
cloud distributes computational and
storage resources geographically and
integrates these resources operational-
ly throughout the operator network. As
shown in Figure 2, resources vary in
size and are placed at different locations
in the network, which in turn imposes
different requirements for elasticity on
eachresource.

The typical central data center (CDCs)
has a high capacity to process requests,
host many applications and support a
large number of tenants. As this type
of data center tends to be served by
dedicated high-capacity links, the
requirements for fully elastic transport
connectivity are often trivial. On the
other hand, a typical distributed data
center (DDC) has fewer tenants, few-
er statistical multiplexing gains, and
shares connectivity over access and
aggregation links. Consequently, DDCs
willhave a proportionately greater need
foradditional elasticity at the transport-
layer level.

Central tocentral

For the CDC-to-CDC use case, the band-
width for transport between the two
centersisassumed to be high. This type
of link could be implemented through
a dedicated lambda on a WDM net-
work, OTN, MPLS or an MEF E-LINE
service. This level of bandwidth allows
the DC operator to provide high-avail-
ability or geo-redundancy services to
its cloud users as well as for application
mobility, such as follow-the-sun scenar-
ios — where workflows are available to
teams collaborating across time zones.
Elasticity for these slices is provided ona

per-tenant basis and managed dynami-
cally. In this way, the bandwidth per ten-
ant can be managed —enforced, policed
and monitored — dynamically at the
DC border gateway, as long as the total
bandwidthrequiredis within the estab-
lished shared-transport capacity.

The migration of an application from
one center to another exemplifies the
CDC-to-CDCuse case. Consider an appli-
cation that resides in CDC,. For reasons
related to redundancy, the user wants
to move the application to CDC;. To do
this, the user orders additional VMs
in CDC; and an inter-DC bandwidth,
which may contain QoS properties, for
a certain period of time. The connec-
tivity between the application in CDC,
and the copy in CDG; is established by
configuring a new virtual connection
on top of the existing inter-DC trans-
port connection. This request can be
enforced by the border gateway of each
data center.

Distributed toenterprise

For the DDC to enterprise-site use
case, the need for dynamic-bandwidth
connectivity at the transport level is
assumed to be greater - as significant
fixed-facility capacity may not be avail-
able 100 percent of the time. Even
though access and aggregation links
may support up to 1Gbps or 10Gbps,
theymaybe shared by other services. So
the need to access or move applications
dynamically between the enterprise
network and the DDC creates a need
for elastic networking-connectivity.
Bandwidth must be managed dynam-
ically throughout the access and aggre-
gation network as well as in the DC
border gateway.

To use cloud services provided by an
operator, enterprises first need to estab-
lish initial connectivity from their site
to the operator DC. This step is per-
formed automatically through the
operator’s customer portal. An exist-
ing or new VPN service ordered

[EHIT#0 Distributed data-centers in the operator network

l Primary site :

Enterprise )
LAN/DC '

Operator A
IP backbone

Central data centers

CDC across dozens of sites on a
_‘ national and global scale
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DC Distributed data centers
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Connectivity type Transport elasticity Per tenant elasticity
Central DC to central DC No Full
Central DC to distributed DC Limited Full
DC to enterprise site/DC Limited/full Full
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[ETdii:7] Properties of an elastic network-connection
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CIR bandwidth.

Once operational, an enterprise may
need to modify connectivity dynam-
ically. This can occur, for example,

when an application running at the
enterprise requires additional compu-
tational resources from the cloud ser-
vice. Flexible connectivity is achieved
through the cloud network orches-
tration and, in this case, connectivity

EETIH] Elastic networking with IPT-NMS
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bandwidth mightbeincreased from the
existing 100Mbps to say 200Mbps for
a specific time period. The requested
connectivity is provided by modifying
the existing VPN, and is enforced in the
border gateway and intermediate net-
work. As highlighted in Figure 3, the
additional bandwidth may be offered
with properties that are different from
those included in the basic VPN service.
It may, for example, be offered as an EIR
orasameasured service where the user
is charged per megabyte.

In this particular use case, the elas-
tic connectivity impacts the allocated
resources inside the DCaswellasin the
network, which requires coordination
between the two.

Missing technology

To enable the network-embedded cloud

at the infrastructure level, a number of

key technologies need to be added to
today’s cloud deployments, one of which
is support for network virtualization. To
achieve this, the cloud operating system
must support virtualized networks as
first-class objects in the API, exactly as
forvirtual machines and storage blocks.

OpenStack, an open-source cloud
operating system currently under devel-
opment, contains support for virtual-
ized networking in the form ofa virtual

Layer 2 network management API called

Quantum', which supports the follow-

ing objects:

# network —avirtualisolated Layer 2
domaininthe datacenter forthe
exclusive access of atenant;

& port —alogical Layer 2 portona
virtual switch; and

# attachment —alLayer2interface
providing network servicestoa
virtualmachine.

The Quantum APl allows a tenant to cre-
ate and delete these objects, plug attach-
ments into ports, unplug them as well
as perform other operations. It is the
job of the data-center network manag-
ertoimplementa Quantum Layer 2 net-
work on top of the physical data-center
network. T o export this APl as a plug-in
there are a variety of technologies avail-
able to the network manager, such as
VLANs and IP tunnels.

While this API supports virtual
networks inside the data center, imple-
menting NaaS in thenetwork-embedded
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cloud requires additional support tolink
virtual network resources inside the
data center with those outside the data
center (in the WAN). Ericsson’s elastic-
networking extension to Quantum pro-
vides this support.

Elastic networking supports the cre-
ation of a VPN over the WAN by adding
virtual links and connecting the VPN
to Quantum networks in multiple sites.
Theresulting VPNis animplementation
of the flash network-slice abstraction in
the OpenStack Quantum cloud operat-
ing system'.

As with Quantum, an elastic-
networking agent is required to tie
the API into the physical network. For
that purpose, Ericsson’s implementa-
tion supports aninternal API that binds
the external API implementation to a
specific network management system.
The concept behind Ericsson’s IPT-NMS?
supports managing wide area network
connectivity, so a system design using
this component as part of cloud orches-
tration can leverage this. The resulting
architectureisillustrated in Figure 4.

The cloud orchestration system
deploys tenant applications in the dif-
ferent data centers depending on their
requirements for computational, stor-
age and networking resources. The
system handles internal resources,
including networking via the Quantum
API, and calls the IPT-NMS via the elastic
networking API to handle the details of
WAN network-establishment between
data centers — relieving tenants of the
need to be concerned with such details.

Being able to make the most of the
integration between cloud orchestra-
tion and NMS gives network opera-
tors with their own data centers a clear
advantage. However, in the case where
the data center and the network are
managed by different administrative
entities, coordination between cloud
orchestration and the NMS will be
required to establish a flash network-
slice, stitching each part of the slice over
the domain boundaries and over the
multiple domains involved.

The final piece of missing technol-
ogy in the network-embedded cloud is
support for diversely deployed compu-
tational resources that are often pres-
ent in networks, such as unclustered
servers, RNCs and routers with service
blades embedded into the network.

Ericsson’s prototype cloud orchestra-
tion system allows operators to man-
age these resources in the same way as
theydo large homogenous data centers.

Routers running a hypervisor on
blades also run an instance of the cloud
orchestration agent on those blades.
The agent insures that the VM instanc-
es are running the latest software by
managing upgrades when new versions
are released. Cloud orchestration can
also manage content-distribution soft-
ware from multiple vendors, as content
from certain sites can require a particu-
lartype of content distribution network
(CDN). Attempting to manually man-
age the complexity created by different
vendors’ software, patch releases and
upgrades is a challenging task, with a
high probability of errors and resulting
in misconfigurations.

Conclusion

Enterprises have started to move appli-
cations to the cloud. However, to fully
adopt the cloud as a central technology,
additional network considerations such
asbandwidth, latency and privacy need
to be addressed. Current VPN technolo-
gy takes these parameters into consid-
eration in the WAN but comprehensive
integration into the cloud technology
base is lacking. The same level of flexi-
bility in allocating and managing flash
networkslices needs to be provided by
WAN networks as the cloud provides
for allocating and managing computa-
tional and storage resources. To cope
with the increased traffic generated by
smartphones and tablets, the cloud will
have to get closer to users — deploying
computational and storage resources in
small, micro or pico data centers embed-
ded in the network.

As they have control over resources
in both the network and the data cen-
ter, network operators managing data
centers have a clear advantage when
it comes to supporting enterprises in
establishing connectivity. To combine
NaaS with data center computational
and storage services, closer cooperation
is needed between cloud orchestration
and the NMS. Extensions to Quantum
and OpenStack to connect data-center
virtual networks over the WAN can ful-
fillthat need while pico data-centers can
beincorporated into the architecturein
aseamless manner. %
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