Future network architecture

Good architecture forms the foundation of communication networks. It
powers the most innovative platform for the ecosystem, provides an
overview of all system activity, plus supports future innovations. This is a
description of the network architecture and how it will evolve over time.
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1

Executive summary
The vision is a network built on a common hardware controlled by software
that requires very little, if any, manual intervention. Most task will happen
automatically based on artificial intelligence that is managed via policies that
describe the business priorities, and the control software finds the optimal way
of achieving it. Technology evolution will take us step-by-step towards this
future vision but there are several challenges on the way.
The figure below is an illustration of a model of the future network:

Figure 1

High-Level Network Architecture

Starting from the bottom, the advent of software defined networking (SDN) is
changing the way transport networks are handled, optical solutions will over
time take over more and more of the traditional networking and white boxes
are slowly changing the routing and switching hardware. During the
transformation, there will be a mixture of new and legacy equipment, so
initially much of the new intelligence will be located to the management part of
the network.
The cloud has come to transform how applications are built and managed.
From the initial centralization of the cloud infrastructure there is now an
increasing focus on solving the performance challenges through distribution of
workloads across the network to where it makes sense to have them. The
distributed cloud will span across the network and support many types of
workloads. It is important to have a clear separation of concern regarding
managing the basic infrastructure and managing the workloads running on top
of it. It is however quite possible to create a homogeneous exposure of both
workload API’s and cloud resources to other tenants.
When considering the access-mobility-network application layer, many of the
earlier vertically integrated function are now being transferred to virtual
machines and containers, but during a long transition period these will exist in
parallel. New functions will in a flexible way be deployed where it is optimal
from commercial, performance or other reasons and the future network will
enable this. There will however be parts that for a foreseeable future will
remain as native/vertically integrated deployments, e.g. the antenna near parts
of the radio functions.
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There are also many technical challenges like performance and security
where there are things still to be solved. It is important to ensure the evolution
of network functions to cloud optimized implementations and the management
systems to be able to support the service providers in all the phases of this
transition.
The management & monetization layer will be where much of the network
intelligence will initially evolve towards the zero-touch vision. It will also in an
efficient and automatic way expose the network capabilities to other industries.
The exposure and monetization will have to attract developers, tenants and
the service providers and all will have to be able to innovate fast and make
money. The architecture need to provide simple and stable API’s that makes
the whole network appear like a programmable entity. For the management &
Orchestration part ONAP is now gaining momentum and will influence the
evolution of this layer.
The future networks will utilize machine intelligence to become a fully
autonomous network with closed loop control and policy governance for
dynamic behavior. The automation loops will exist on all levels of the network,
from the extremely fast radio loops where the analytical data gets old in
milliseconds to the cross-domain optimizations that predicts network traffic
and load over long time periods.
The green trend across the globe is not diminishing and energy efficiency as
well as other environmental aspects will be vital in the networks of the future.
The closed loop automatic optimization on the different layers of the
architecture will not only be used for performance but also to save energy and
cloud resources that are not being used will be decommissioned and HW will
be powered down. Predictive analytics will forecast the need and take
measures automatically to move workloads or power up and scale out when
needed.
The open, exposed and cloudified networks will also be more vulnerable than
the closed systems of today. Opensource as well as the technologies and
exposure of the network resources to multiple industries will open for attacks
and there is a need for an even higher degree of security considerations. The
componentization and horizontalization of network functions and infrastructure
resources moves part of the security handling from product characteristics to
deployment choices. There are also technology challenges today and e.g.
container isolation and networking still need to evolve a bit. In the security
area, the importance of analytics and machine intelligence will increase for
both detection and automatic remedy of security incidents.
All-in-all; Networks are going towards a hardware agnostic and software
defined architecture that will support full automation, short TTM and exposure
of the network as a platform for innovation.
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2

Network Trends
The rapidly evolving digital transformation has given rise to a new paradigm
across a wide range of industries. This includes an ever-increasing number of
highly successful digital companies that do not deploy their own infrastructure.
This revolution in Information and Communications Technology (ICT) is
changing the value chain of all industries. Specifically, two fundamental
aspects have changed:
• A dramatic digital business transformation enabling unprecedented
efficiency through process automation.
• A no less radical shift to a services economy enabled through cloud-based
delivery that result in significant pressure on traditional product value and
cost.
The ability to support other industries is a major challenge for service
providers going forward. Different needs apply to different industries as they
go digital. Future competitiveness will rely on a much broader set of
capabilities impacting company strategy. Entirely new business models will be
possible through advances in connectivity, software, mobile devices and
cloud. These strategic shifts will increasingly become a matter of survival in
the digital market. The term user will be seen from the widest context, it can
be anything from a person to an actuator, a sensor, a data center, a content
creator, etc.
The future network architecture will be able to provide for different usage
scenarios: high to low capacity, widespread to small area, very dense
coverage to spotty coverage, indoor and outdoor etc. This calls for a scalable,
flexible and a modular approach when creating the architecture. The
scalability will be able to go both upwards and downwards depending on the
strategy chosen by the owner of the network.

Figure 2
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The architecture will ensure that interfaces are built with business needs as
the primary driver. If well aligned in both content and time, it will provide for
potential new business. If not, new business will not be possible. Open
interfaces that support a flexible approach to building new services will provide
for a shorter time to customer.
The architecture will also take into consideration the cost of acquiring and
installing a telecom network, as well as the cost of operating the network. It
calls for automation, machine learning and simplification as well as supporting
the important use of abstraction to hide potential architecture complexity.
These four areas are important to focus on to be competitive in the
transformation to the future new ecosystems:
• Adaptive network quality must be enabled to handle very different use
cases. The industry is moving from a consumer-led, smartphone-driven
network era to increasing complexity, volume and diversity of
requirements. Use cases range from extreme availability and performance
(critical machine type communication) to scalability and volume (massive
machine type communication). This emphasizes the need for horizontal
network architecture and customizable programmability and automation.
• Efficient spectrum management will be more essential than today because
spectrum will become an even more scarce resource. System coverage
and capacity will continue to be a key driver of network design expanding
to new higher frequency bands in licensed, licensed shared and
unlicensed scenarios.
• Customer service optimization, both from cost and end user satisfaction
perspective. Transformation through customer self-service and service
level agreements (SLAs) which empower the individual customer to better
fulfill their needs and reduce service call time. Analytics and precise
customer knowledge are essential to make this a mutually beneficial
experience.
• Flexible business models. The final consideration is the ability for service
provider to act in many different business roles, for example as a provider,
supplier, customer, broker, etc. Each role dictates different requirements of
functionality and business logic, for example, a customer role requires the
network to support procurement functionality. Each role requires different
insights and segmentations for each business actor at the other end of the
transaction.
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3

Network Architecture Domains
The following figure shows a high-level overview of the future network:

Figure 3

High-Level Network Architecture

The Future Network Architecture needs to provide for a lot of various types of
functionality and at the same time it is required to be able to deploy that
functionality in different physical locations. Therefore, the architecture is
separated into functional domains and topological domains.
Horizontal domains:
• “Transport” contains functionality for transmission and transport primarily
between sites but also within sites
• “Cloud infrastructure” contains functionality for secure processing and
storage for both network functionality as well as applications
• “Access - Mobility - Network applications” contains functionality securing
fixed and mobile access as well as network integrated applications
• “Management & Monetization” contains functionality to manage and
control the network as well as running the business management of
customers to the network
• “Application cloud” contains functionality supporting network external
applications and is utilizing the Cloud infrastructure for execution and
storage
Vertical domains:
• “Devices / Local networks” – The actual device used by a user or a
network set-up by a user or enterprise outside the control of the service
providers
• “Access sites” – Local sites which are as close as possible to the users
• “Distributed sites” – Sites which are distributed for reasons of execution or
transport efficiency or for local breakout
• “National sites” – National sites which are typically centralized within a
service providers’ network
• “Global sites” – Centralized sites which are publicly accessible from
anywhere, typically a large data center
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The architecture supports network slicing which allows networks to be logically
separated, with each slice providing customized connectivity, and all slices
running on the same, shared infrastructure. Virtualization and SDN are the key
technologies that make network slicing possible. Network slices are logically
separated and isolated systems that can be designed with different
architectures but can share functional components.
In a similar way as for the network applications, the non-network applications
benefit from the Distributed Cloud Infrastructure. There are several types of
physical sites playing different roles, ranging from larger datacenters (national
and regional datacenters) where the focus is on compute and storage, to
medium sized sites (central office, local switching centers) where wide-area
networking plays a greater role, to smaller sites (hub and antenna sites) which
are optimized from an access networking perspective.
Global connectivity and services has by tradition been deployed in a federated
model, where the interfaces are well standardized and offered by one service
providers. The complexity with multiple networks has been hidden through
interoperability and inter service providers exchange models. However, the
rapid deployment of new features makes the traditional standardized
federated model hard to use. New methods of enabling exposure of assets
from multiple networks is needed, like network asset facilitation and exchange
or, on service providers request, aggregation into a single offer

Figure 4 Network architecture business interfaces
The architecture supports various types of business interfaces:
• Service exposure of network capabilities to application cloud & a 2-sided
business model irrespective if the application cloud resides in or outside a
service providers domain
• Network access and transport for devices and local networks
• Roaming and interconnect between service providers
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4

Access - Mobility - Network applications
Evolved virtualization, network programmability, and 5G use cases will change
everything about network design, from planning and construction through
deployment. Network functions will no longer be located according to
traditional vertical groupings in single network nodes but will instead be
distributed to provide connectivity where it is needed. The design of the 4G/5G
split architecture focuses on increased spectrum efficiency, full deployment
flexibility, and elasticity; processing is carried out where resources are
available and needed. The network can be deployed either in classical preintegrated nodes or in fully virtualized environments as VNFs or any
combination thereof.

Figure 5 Access - Mobility - Network Applications architecture

4.1

Mobile Access
The external interfaces of the Radio Access Network (RAN) domain are
standardized under 3GPP, as is the functional behavior of the RAN domain.
Below the high-level specification, 3GPP leaves room for innovation to
enhance the network with RAN-internal value-add features — a flexibility that
has over many years resulted in continuous improvement in many areas,
including spectrum efficiency, energy efficiency, and enhancements to service
characteristics. To determine the optimal architectural split, however, the RAN
architecture needs to be examined with a finer level of granularity than that
offered by 3GPP. Based on function and interface characteristics, preferred
execution environment, and spectrum efficiency, the target functional
composition includes the following logical ran nodes:
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Figure 6 RAN Architecture
Radio function — RF
The RF requires special radio hardware and includes functions such as
modulation, D/A conversion, filtering, and signal amplification. A beamforming
function (BFF) is introduced and may be co-located with either the RF or the
RPF.
Radio processing function — RPF
Given the stringent requirements for spectrum efficiency, the RPF benefits
from being placed on a special purpose processor. The RPF includes userplane functions that are synchronous to the Hybrid automatic repeat request
(HARQ) loop and it is also the anchor point for carrier aggregation and soft
combining. The RPF contains the fast radio scheduler, and is also responsible
for the coordinated multi point, for the selection of the MIMO scheme, and for
beam and antenna elements.
Packet processing function — PPF
The PPF, which is suitable for virtualization, contains user-plane functions that
are asynchronous to the HARQ loop, and includes the PDCP layer — such as
encryption — and the multipath handling function for the dual connectivity
anchor point and data scheduling.
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Radio control function — RCF
The RCF handles load sharing among system areas and different radio
technologies, as well as the use of policies to control the schedulers in the
RPFs and PPFs. At the user and bearer level, the RCF negotiates QoS and
other policies with other domains and is responsible for the associated service
level agreement (SLA) enforcement in the RAN. The RCF controls the overall
RAN performance relative to the service requirement, creates and manages
analytics data, and is responsible for the RAN SON functions. Like the PPF,
the RCF is suitable for virtualization.
In a deployment, each function (RF, RPF, PPF, and RCF) is instantiated. An
instance of the radio functions will be associated with many antenna elements
at an antenna site, and a set of RF instances are connected to one instance of
the RPF. Each antenna element (RF) is associated with one RPF. Hence, a
RPF instance handles the cells corresponding to the RF antenna elements it is
associated with. Local mobility is hidden under the RPF and not visible to the
PPF or the Packet Core.
Each instance of the RCF can handle a small or a large set of PPFs — and all
the associated RPFs. In this way, the RCF can keep a holistic view of an area
that is just a single cell, up to an area consisting of thousands of cells. With
this architecture, RRM coordination and spectrum efficiency within a system
area can be maximized, using the full suite of RRM features available.
The example below shows the radio unit hardware is located at the antenna
site. The RPF in the C-RAN deployment holds a more centralized position.
Each instance of the RPF covers more antenna locations, which results in
high spectrum efficiency, as the RPF can use the complete set of fast RRM
features — including joint combining, multipoint transmission, and coordinated
scheduling — across all the antenna points in the system area covered by the
first-level access site.

Figure 7 RBS Main-remote
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The flexible C-RAN architecture supports also a more centralized deployment.
The flexible C-RAN architecture is provisioned at the next level in the
hierarchy, moving the PPF and hence the dual-connectivity anchor point to a
more central position, which enables smooth dual connectivity mobility.
Spectrum efficiency is the same or slightly improved, the number of distributed
data centers drops, and the mobile edge is slightly more centralized. The
transport requirements of both C-RAN configurations are similar.

Figure 8 RBS Main-remote, Centralized

4.2

Fixed Access
In general, the fixed access will remain a multi-access technology mix
consisting of DSL/FTTN, FTTP, HFC Cable and Fixed Wireless Access
(FWA).
The main trend is to bring fiber closer to the customer, but in general existing
access media will be reused for the last mile access. The different access
technologies typically have their own type of access aggregation which will
cover the last 2-20 km towards the customer. Within the home, the enterprise
and in some cases the local neighborhood (e.g. shopping centers, campuses
etc.) the final connection to the customer’s device will be increasingly over
WiFi rather than a physical cable.

4.2.1

Fixed wireless access
FWA is a concept for providing broadband service to homes and SMEs that is
particularly attractive in cases where there is no infrastructure in place to
deliver wired broadband via copper, fiber, or hybrid solutions. It can also be
used when the existing infrastructure is not able to provide sufficient service.
With 5G due to provide 10 to 100 times more capacity than 4G, it has the
potential to enable cost-efficient FWA solutions on a massive scale. Indeed,
one of the 5G use cases currently gaining momentum in the industry is FWA
for both small and medium-sized enterprise (SME) and residential
applications.
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Compared with fiber-to-the-home (FTTH) and other wireline solutions, FWA
offers a variety of benefits including significantly lower rollout costs, rapid
service rollout and lower OPEX. This is because the bulk of the costs and
most of the complexity involved in fixed access deployments are associated
with the last mile: the portion of the network that reaches the user premises.
Thanks to high-efficiency data compression techniques, variable bitrate video
and adaptive bitrate streaming, 5G FWA is well positioned to become a
leading media distribution technology.

Figure 9

Fixed wireless access to households and SME’s.

To enable higher user data rates and greater system capacity, 5G and
evolved 4G radio will make use of new and often higher frequency bands. The
most prominent band options currently under consideration are 2.6 GHz, 3.5
GHz, 28 GHz, 37 GHz and 39 GHz, in addition to the bands used for legacy
cellular technologies.
Beamforming makes it easier to provide coverage at high frequencies, since it
creates narrow beams that can be redirected easily as required. The signals
from multiple user terminals can be multiplexed simultaneously on the same
frequency resource in different beams (MU-MIMO). The possibility of using
high-gain antennas on the terminal side (both indoors and outdoors) makes
the higher frequencies more useful.
Rural deployment can be done in legacy spectrum plus 3.5 GHz. In suburban
areas, a RAN evolution strategy with moderate densification for Mobile
broadband (MBB) and fixed wireless access sharing sites and spectrum is
recommended. Fixed wireless services can be introduced using legacy
spectrum on existing sites initially and using 3.5 GHz and 28 GHz on old and
new sites later. FWA City deployments are not in the initial focus.
FWA will be deployed by different combinations of fixed and mobile service
providers, as MNO extending the MBB offering with FWA, a fixed network ISP
adding FWA to widen its customer base, cable service providers, etc.
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Figure 10 Fixed wireless access will be deployed in multiple MNO and Fixed
service provider scenarios
FWA for fixed and mobile service provider requires
• Converged core network and common OSS/BSS for fixed and FWA
broadband network service provider.
• FWA enhanced OSS/BSS for
o Remote support and diagnostics
o Customers Premises Equipment (CPE) management
o Point of sale and retail management
o Installation support tool
• Core network support of FWA media and IOT enablers.
FWA and MBB coexistence using the same resources introduce both regulator
and consumer requirements of well-defined resource allocation. This requires
a FWA+MBB traffic profiling configuration in the core network.

Figure 11 MNO deploying FWA need a FWA+MBB traffic profiler.
The FWA core network integration with existing fixed Core is typically starting
from a mini-mobile-core network deployed in parallel with fixed Core, and will
evolve towards a converged core network
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Figure 12 Fixed network ISP adding FWA need core network/OSS/BSS
integration

4.2.2

Wireline access
In the past, a mesh network (frequently MPLS) would be used as a
convergence vehicle in the metro permitting a common access and
aggregation network to serve multiple carrier business units with service
functionality implemented in discrete platforms. PON backhaul and cloud
technologies result in the cloud fabric replacing the aggregation network as
the vehicle for steering traffic to the appropriate service platforms. They are
implemented as VNFs in the cloudified central office. This also means that
manipulation of PON scheduling becomes the primary QoS vehicle for
multiservice aggregation.
With the emerging technology of cloud, NFV, SDN and Service Chaining,
service models associated with CPE virtualization, and value-added services
in general are leading to a service environment with a constellation of services
reachable via L2, as well as value added services behind L3 aggregation. The
primary use case for exposure of the home L2 to the service provider is device
visibility as the traditional NAT in the home equipment migrates to being
hosted in the network.
An emerging trend in business services is the deployment of a carrier
managed virtualization execution environment on the premises, with the
primary motive being the ability to deploy “one size fits all” CPE with the
associated simplification of inventory and installer and support functions
training. The orchestration of VNFs deployed in such a manner is providing
significant challenges to the industry.
Regulatory pressure on broadband deployment is perceived by carriers to be
a challenge for rural build out. This is particularly true in the EU rural areas
where both minimum bandwidth and reliability goals will not be achieved
without what carriers perceive to be unreasonable costs. Hence a lot of
interest in hybrid access whereby use of both fixed and LTE uplinks is proxied
on behalf of end systems in the premises by a modified residential gateway,
and a corresponding proxy located in the network behind the Border Network
Gateway (BNG) and P-GW functions.
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Figure 13 Fixed access architecture
The increased penetration of fiber towards the network edge driven by
progressively shorter reach DSLs. The most extreme example of this is PON
extended to the exterior of the premises and VDSL2 used to extend the
connectivity into the existing premises wiring.
The other example is G.fast and the Fiber to the Distribution Point (FTTdp)
architecture whereby fiber fed DPUs (very small DSLAMs) are deployed in
outside plant at the point where traditionally the POTS cable bundles were
split into individual loops. This results in a very short reach for copper
transmission of data and will be capable of speeds up to 1Gbps.
The use of PON technologies to provide both backhaul and aggregation of
large numbers of subscriber end devices and/or DPUs directly to the central
office. This permits passive fiber to overbuild the class 5 wire centers and
simplifies fiber management for the massive fan in implied by FTTH or FTTdp
architectures.
The fixed access architecture is updated based on the network virtualization
and programmability of network functions. In a classical Fixed Access
Network, the Residential Subscriber’s Customer Premises Equipment is
connected via the BNG to other domains. In the simplified access and
aggregation network, this will become an increasingly artificial distinction and
will simply reflect which carrier business unit or third party Central Office (CO)
tenant owns the subscriber relationship and associated constellation of
services.
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Figure 14 Fixed access evolution scenario
In the industry, there is a push to refactor service platforms into component
functions. The obvious split being the separation of the WAN routing function
(common to most classes of VNFs in a converged CO) and the subscriber
centric policy enforcement points.
The CPE will be virtualized in the Cloud CO to meet customer expectations.
The traditional CPE functionality will then be moved into different domains,
with the evolution of Cloud, NFV, SDN and Service Chaining. The traditional
BNG functionality is also moved to the Cloud.
A further evolution is to control fixed accesses from the 5G Core as indicated
in the picture. A new node Access Gateway Function (AGF) is introduced for
interworking with legacy fixed access.

4.3

Packet Core
The core will exist in an environment that is cloud-based, applying cloud native
design principles for scalability, SDN for flexible networking, dynamic
orchestration of network resources, and a modular and highly resilient base
architecture. Network slicing allows networks to be logically separated, with
each slice providing customized connectivity, and all slices running on the
same, shared infrastructure. This is a much more flexible solution than a
single physical network providing a maximum level of connectivity.
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Moving to 5G there will exist different migration paths, either based on
Evolved Packet Core (EPC) or based on a newly defined core network
architecture, 5G Core. EPC with functional additions to support the NR radio
access though Multi-RAT Dual connectivity together with LTE provides a
relatively light weight effort to migrate to 5G. 5G Core is built on a new
architecture paradigm, Service Based architecture, with new reference points
and services used between network functions in the control plane. While 5G
Core has advantages over EPC, it is worth highlighting that it is a new
architecture and network paradigm that shall be deployed in the service
provider’s network.
The key principles of the 5G Core architecture are as follows:
• A flexible and extendable service-based network architecture
• Allows for different core network configurations in different network slices
and allow for resource isolation between network slices
• Allow for a user equipment to be simultaneously connected to multiple
network slices (more advanced than multiple APN)
• Prioritized to standardize
- interfaces between the terminal (user equipment) and the core network
for interoperability reasons, and
- interface between RAN and core network support multi-vendor
integration
• Support subscriber identification and authentication based on IMSI as well
as non-IMSI identities
• Separation of Control plane (CP) and User plane (UP) to:
- Allow scalability of UP and CP functions independently
- Allow for a flexible deployment of UP separate from the CP, i.e. central
location or distributed (remote) location (i.e. with no restriction in the
location compared to the CP).
• Support a generic user-plane function that enables both centralized and
distributed deployments in a network, and the possibility to have different
instances of the UP function centralized and distributed at the same time
• Unified Policy framework with extensions from the policy framework in
EPC
• Unified EAP based authentication framework with possibility to use other
credentials than IMSI/AKA
• Abstract the transport domain from 3GPP network functions to allow for
independent evolution and to enable service providers to use different
transport technologies (e.g. Ethernet, MPLS, SDN-based transport, etc.).
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Figure 15 EPC architecture
The EPC consists of the following functions including sub-functions:
• Mobility Management Entity (MME)
• PDN Gateway (PGW)
• Serving Gateway (SGW)
• User Plane (UP)
• Policy & Charging Rules Functions (PCRF)
• Home Subscriber Server (HSS)

Figure 16 5G Core architecture
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The 5G Core consists of the following network functions:
• Application Function (AF)
• Access & Mobility management Function (AMF)
• Authentication Server Function (AUSF)
• Network Exposure Function (NEF)
• Network Repository Function (NRF)
• Policy Control Function (PCF)
• Session Management Function (SMF)
• SMS Function (SMSF)
• Unified Data Management (UDM)
• User Plane Function (UPF)
Applying the concept of network slicing widens the choices for application
support — different slices can be deployed independently for quite different
purposes, both functionally as well as for performance reasons.
In the example use case, the processes involved in an industry application
require low-delay communication between the application controller and the
devices in the system — which could be sensors or actuators. Deployment is
local to minimize delay and the number of points of failure. To ensure high
availability, all relevant resources can be duplicated using a hot standby or
load-sharing scheme; deploying duplication locally limits the need for
redundancy in the global part of the network. The network slice could include
cloud resources to host the industry application together with the necessary
network functions in the service provider data center.
Core network control-plane functions may be limited to device authorization,
local mobility management, and policy control. What user-plane functions are
needed depends on the nature of the application and possibly other usage.
For example, a QoS function may be in place to ensure that traffic
prioritization is upheld; the application traffic is assigned with one or more
priorities (such as real-time dependent versus background application traffic),
and management traffic is assigned another priority.
If radio access is shared among several network slices, the user plane may
include functions to ensure that uplink user-plane traffic is separated for the
different network slices.
From a management perspective, responsibilities are shared between the
service provider and the customer (the industry enterprise using
communication). The customer is responsible for the application, and device
and identity management in the system, and the service provider is
responsible for the physical infrastructure — including data centers, transport,
and nodes. Management of the slice may be shared between the two, allowing
the customer (within the framework of a service level agreement) to manage
capabilities for network functions that support the application — such as local
mobility management.
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Figure 17 Packet Core network example

4.4

Communication Services
The main functionality in the service provider communication services spans
the whole chain “client – UNI- service provider – NNI –service provider – UNI
– client”.
The fundamental service definitions and network architecture for telephony,
messaging, and other interoperable communication services are already in
place, and the services and their architecture will be reused for all 3GPP
access also in the 5G era to provide services with guaranteed Quality of
Service (QoS). These services can be combined in network slices with for
example augmented reality/virtual reality applications.
When the new 5G packet core (5GC) is introduced it comes with new; servicebased architecture, interfaces and concepts. IMS will be able to use 5GC via
updated legacy interfaces e.g. Rx to make limited use of the new 5G
concepts.
New or evolved services that rely on new 5G concepts such as the new
identity types and new security/authentication principles are potential drivers
for IMS to use the new 5G core service-based interfaces instead of their
legacy equivalents.
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Evolved management architectures in cloud environments will fundamentally
change how IMS applications are deployed and maintained. This does not
mean that e.g. the IMS network architecture must or will change. The new
cloud mechanisms and functions are complementary to the mechanisms and
traffic functions in the IMS Network architecture. Some functions in the IMS
network architecture may not be used to the same extent if cloud mechanisms
can solve the same problem more efficiently, e.g. the cloud infrastructure may
handle automatic scale out of application function instances, however the
network scaling functionality in IMS is still required for geographic redundancy
purposes.

Figure 18 Communication services functions
In the picture above, the IMS Core contains the Call Session Control
Functions, Interconnect Border Control Function and their related media plane
functions that anchor, mix and process media streams. The application
functions are providing IMS Multimedia telephony and IMS Messaging with
SMS and MMS interworking.
When placing the IMS network functions in a geographically distributed VoLTE
network it is the KPI’s on call setup time and speech path delay that determine
the distribution of the IMS control plane and IMS media plane functions.
Most calls are local within a region or to an adjacent region either within the
same service provider or another service provider covering the same regions.
Migration of VoLTE NFs to cloud environments does not change this.
Networks today built for low call setup time and low speech path delay for
most of the calls are likely to be built for this purpose also when going cloud.
However, distance is “measured” in milliseconds and improved transport
networks can enable higher degree of centralization in rural areas. The
general rule of thumb is “Centralize what you can - Distribute what you must”.
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Figure 19 Communication services deployment example
Centralization of control plane functions to continental data centers can be
possible in some markets, the constraints lie in the areas of lawful intercept
and handing of subscriber data outside the country.

5

Cloud Infrastructure
The cloud infrastructure ensures the robustness, performance, security and
interoperability needed for modern applications. This requires a system that
beside traditional cloud capabilities provide telco apps with a real-time network
support, while providing new sets of enablers that act as a bridge to cloudempowered telco applications and solutions.
Application scalability and the introduction of new technologies are both
facilitated by the independent life cycles of application components and the
services they use. Container as a Service (CaaS) increases the portability of
the applications to several IaaS solutions, and thus helps reduce the number
of cloud execution platforms that need to be supported.
New, industrial grade, data-intensive applications create the need for a new,
more decentralized infrastructure. This infrastructure must cater for the
evolution of NFV as it comes to be deployed on all types of network sites and
other types of workloads. Distributed cloud is an execution environment for
cloud application optimization across multiple sites. It includes required
connectivity between sites and is managed as one solution and perceived as
such by the applications.
A distributed cloud Infrastructure can bring new value to applications: low
latency, scalability, resilience, and compliance. Improved latency is one of the
major focus areas of 5G. To make full use of that improvement, all other
resources (transport networking, computing, storage) must be optimally placed
to form a balanced end-to-end result. Scalability is important to design to avoid
bottlenecks. Aggregated data volumes for industrial IoT use cases are on the
order of petabytes per day, all coming in at the edge of the network. The need
for resilience and autonomy regarding data-centric applications also drives
infrastructure decentralization. Finally, cloud infrastructure will be placed close
to where the data is generated, because that’s where processing needs to
happen.
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Dynamically (and intelligently) choosing between centralized and
decentralized deployment is key. And regulatory compliance and security is
important as well. End-to-end properties such as application performance,
resource utilization, and security isolation are supported by the runtime layer
of the application platform.
The cloud native application is composed from set of independent services
each with different capabilities and/or functionalities. Services are grouped into
functional areas, that is, each functional area offers a set of different building
blocks to be used by application architects. A functional area is defined for
application services with unique capabilities which are characterizing that
application.
An application, with its different instances, can be deployed into a single
container execution environment. It is managed by a single container
orchestrator entity. The APIs is used both by network applications and by
network external applications.
To make cloud telco grade, availability requirements are to be met as well as
several others:
• Automation of management operations
• Monitoring support
• Logging support
• Security
• Tenant isolation
• Upgrade support
• Backup and restore
• Quick restart time
• Independent restart
• Network protocol support
• Alarms
• Performance counters
• Trace support
• Soft real-time

Figure 20 Cloud architecture

GFTB-17:002201 Uen Rev B

2018-04-19

 Ericsson AB 2017-2018
Public

25 (46)

Future network architecture

Cloud execution environment provides basic cloud services typically provided
by an IaaS environment or bare metal.
CaaS contains functionality that is common to all services running on top of
the CaaS e.g. policy management, container orchestration, networking,
container runtime, deployment support etc.
Generic services contain services that are common to all type of applications,
also many cases for the rest of the industry e.g. data management, key/value
store, relational data service, data warehouse, malware protection, firewall etc.
Core services contains services that are common to all type of services
(whether they are application services or belongs to any of the layers in the
platform). Examples are trace, log, alarm, performance management, backup
& restore, license management etc.
Domain Specific Services contains services that are common to a specific
domain, for example IoT, media, OSS/BSS.
Application Category Services contains services that are common to an
application category within a vertical.
In a similar way as for the network applications, the non-network applications
can benefit from the distributed cloud infrastructure. There are several types of
physical sites playing different roles, ranging from larger datacenters (national
and regional datacenters) where the focus is on compute and storage, to
medium sized sites (central office, local switching centers) where wide-area
networking plays a greater role, to smaller sites (hub and antenna sites) which
are optimized from an access networking perspective. Different site types
have different requirements on the hardware profiles, depending on the
surrounding factors, such as power, cooling, physical dimensioning, and
facilities.
With more remote datacenters or micro-datacenters, operational cost
becomes a key factor. All processes need to be automated, algorithmically
driven, and securely exposed. The software-defined infrastructure (SDI)
includes the management and control (system automation software) for this. It
enables minimal intervention from human operators.
As hardware resources are spread across multiple sites and types of sites,
having a common hardware management system becomes more important
than ever. The SDI layer has multiple purposes: to unify a heterogeneous set
of resources, to enable configuration of the right logical systems varying over
the different site types, and to enable the right level of isolation between
tenants and applications, all while still maintaining elasticity.
As an example, the IMS core network is based on standardized
interconnected logical functions whose operation in a virtual data center would
be supported by additional infrastructure-related functions such as firewalling
and load balancing.
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Cloud deployment creates the possibility to implement multiple instances of
IMS core networks to serve different tenants by utilizing the multi-tenant
capability of the cloud infrastructure. The set of Telcoes VNFs that implements
a given tenant’s IMS core network is deployed in the virtual data center
dedicated to the tenant. Tenants are deployed over a shared cloud
infrastructure in which the networking solution guarantees tenant separation –
fulfilling security requirements and fair use of resources.
The requirements placed on the cloud infrastructure are complex. Advanced
VLAN handling for telco VNFs is required – as is path redundancy, the ability
to cope with large numbers of VLANs for access, interconnect for multiple
enterprises, and routing and complex interconnect with legacy networks/VPNs
– and these requirements not only need to be implemented, they also need to
be automated. The functionality provided by the virtual data center needs to
cover these aspects, on top of providing true tenant separation, real-time
performance, geographical distribution and telecom-grade availability.
Automation and dynamicity are key elements to providing a cloud offering as a
service based on an IMS core. A virtual data center can be instantiated from a
description on demand, resulting in tenant networks being created or modified.
Interconnect is established automatically by the infrastructure using
orchestration and SDN technologies. The domain and application manager for
the IMS application is responsible for these steps, as well as all other life cycle
management, including, for example, runtime scale out operations.

Figure 21 Cloud deployment scenario
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6

Management and Monetization
As the worlds of Information Technology (IT) and Telecommunications align,
there is a disruptive force emerging that rearranges the Information and
Communications Technology (ICT) landscape. Service providers are now
having to compete with nimble Internet / IT players who are providing
compelling new services to consumers and enterprises.
Service providers have begun to tap into these new sources of revenue to stay
relevant and to compensate for declining traditional communication service
revenue. The service provider network offers tremendous potential for revenue
generation opportunity for these new IT cloud services including, internet of
things (IoT), machine-to-machine (M2M) and consumer digital services.
However, the service provider network and operating systems lack the
“weightless agility” of the virtual services world, severely constraining the
service provider’s ability to roll out these new innovative services.
As there are so many changes happening in the service provider’s
environment to provide new agile and flexible services to the end consumers,
management of this new virtualized world and these new services becomes
even more important as all these services in this new world has a need to be
managed in real-time. This dynamic and competitive environment requires
management of the networks and their supporting systems to be:
• Less expensive to manage and maintain
• Self-provisioned to drive down costs in an instant-access, cloud, and
application-driven world
• Flexible and modular to support “network slices” and “micro services” for
new use cases driven by market needs
• Deployable at “Internet” speed to roll out new services with “zero touch”
fulfillment
• Scalable, with an agile IT operational model.
This virtualization/NFV journey promises to bring cost efficiencies, time-tomarket improvements and innovation to the telecommunication industry
infrastructure and applications. New environment will achieve these
functionalities through disaggregation of the traditional roles and technology
involved in telecommunications applications.
This disaggregation will be enabled by changing the industry’s traditional
approach to delivery of applications from a closed, proprietary, and tightly
integrated model into an open, layered model, where applications are hosted
on a shared common infrastructure.
To support this evolution, the architecture will support creation of management
systems that will provide an easy adaptation of business processes to the
ever-changing business landscape which allow for a fast introduction of new
products and services helping the service providers to keep be ahead of
competition.
To achieve this the architecture will enable a highly automated operation
striving towards zero touch operations. This will lead to drastically reduced
OPEX for the service providers.
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There is also a drive for openness to with the notion of reducing cost for
integration and lower barrier for innovation. From an overall level, there is a
clear shift away from standardization, or more specifically standardization
only, as the forms of industry alignment. This shift towards an open source
approach is visible in three ways:
• Service providers are working more with their own architectures (alone or
with selected traditional and non-traditional vendors) and the large service
providers are making a subset of their architecture public to influence the
community. Two examples of this are the Verizon architecture and AT&T
and China Mobile ONAP.
• There is a continued increase in open source initiatives in orchestration
and management (Open-O, Open-Baton, Open source Mano, Juju,
ONAP...). Some of the open source initiatives align with standards (or
promote certain standards) though this is not the case with all.
• Service providers are producing their own operational support systems
using both in-house components and open source components.
The shift towards open source is driven by many factors such as service
providers want to accelerate the path towards the vision of business agility
and automation. There is a demand by service providers to have more open
products, and having products based on open source provides a perception of
openness. Also, where successful, open source projects leverage a far greater
community of developers and talent than is feasible within a single company.
This accelerates the overall progress of a technology. That is, instead of each
company’s resources developing many separate, individual code sets in
parallel, the combined resources can develop a single code set with more
advanced capabilities in a shorter time.
The implication is that when a specific technology is developed by a
successful open source project, it is very hard for a single company to produce
a viable alternative.
The following are the founding principles based on which future reference
architecture will be built for an environment possible for real time management
of the ecosystem. Key foundational principles to be followed are defined as
follows:
1 An open architecture
2 Micro service-based components
3 Data centric applications – where the application logic should have
minimal control on how, what, and when the data can be exposed
4 Support and expose open APIs to allow easy access to FM, CM, and PM
data
5 SDK (Development runtime, tooling, documentation, and reference
applications) where applicable
6 Repository of reusable, deployable, and runnable applications. (that can
be further integrated and/or extended) for Products and/or Solutions.
7 Embrace open source technologies
8 Platform agnostic
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Figure 22 OSS/BSS Architecture
The OSS/BSS architecture for management and monetization aims to provide
a platform ready for business. This includes handling all the network
resources, provided by any vendor.
The architecture needs to embrace automation and the movement towards
autonomic networks to tackle the complexity increase brought by the
technology innovation. This reflects both the possibilities enabled by
technology as well as need of service providers to introduce new offerings to
the market quickly and reduce their cost of operation. Automation and network
governance will become essential for avoiding this spiral of complexity. This
automation must be combined with machine learning and in the longer term
also artificial intelligence algorithms applied to life cycle management
operations, with domain policies to facilitate and improve speed in
development of automation functionality.
The architecture describes several views covering business processes,
functional decomposition and an information architecture to ensure that the
service providers business performs optimal.
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Figure 23 Process map
The OSS/BSS business process map is used in the architecture to identify the
accurate required OSS/BSS functions and guide a definition of the use cases.
Business process is separated into three major views based on the lifecycle
management – product, customer and production. The business process is
mapped towards these views based on the maximum interaction handled by
the process as depicted in the below picture.
The drive for automation will address several aspects of the business
processes spanning from automating parts of or complete flows to removal of
complete steps by providing automation in the network domains. Machine
learning will be an essential part as well as advanced analytics.
The OSS/BSS functions are divided in domain management and OSS/BSS
functions.
The domain management functions serve the underlying functional domains,
from the basic management point of view, they take a role of element
management functions and more advanced domain specific OSS functions
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Figure 24 Functional map
The OSS/BSS function groups consist of resource, service and product,
customer/partner management. They include functions like revenue
management, experience and assurance management.
The architecture view reflecting the administrative domains/responsibility
domains the function grouping would be different. The aim is to describe the
possible appliances in other architecture documents. It is important to mention
that many of the functions are specialized within the administration domain
they serve; an example would be the resource and service management
serving the cloud system infrastructure domain.

Figure 25 COMPA Use Cases
Automated management is addressed in a pattern labelled COMPA which is
described through the application of the tools of Control, Orchestration,
Management, Analytics and Policy to four use case categories:
• resource/service onboarding
• automated product offerings
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•
•

automated management
service exposure

The three key values are:
• rapid service introduction into the network and lifecycle management
• dynamic network governance via policy,
• controlled access to functionality provided by the responsibility domains.
These values are achieved through:
• An architectural pattern for advanced automated management (COMPALoop).
• A wide policy framework for policy definition, deployment and execution of
service and resource policies
• Analytics based on a common architecture and components for RD- and
Cross RD purposes.

7

Transport
5G is shaping up to provide cost-effective and sustainable wireless
connectivity to billions of things, people, enterprises, applications, and places
around the world. To make the most of this business opportunity and deliver
connectivity to billions of devices, the architecture – and transport in particular
– needs to be built for flexibility through programmability.
Delivering the required level of flexibility, needs tighter integration between
radio, transport networks, and cloud infrastructure. This must be carried out
with a backdrop of small-cell deployment, convergence of access and
backhaul, and migration of legacy equipment and technologies – while
containing costs.
Network control can be centralized or distributed, and networks are operated
differently depending on the used approach. Centralized control enables
shorter service development cycles and speedier rollout of new control
functionality. For networks built with a distributed control plane, changes must
be made in multiple control stacks.
To meet capacity demands, increasing the use of DWDM closer to access will
be feasible when flexible optics become more cost-efficient.
In short, the major challenges for transport are programmability, flexibility, and
finding the right balance of packet and optical technologies to provide the
capacity demanded by the networked society. The journey towards the target
network architecture is assumed to be a stepwise one and more of an
evolution approach together with the evolution of 5G and new services. Coexistence, inter-operability and migration methodology must be seamless as
well.

GFTB-17:002201 Uen Rev B

2018-04-19

 Ericsson AB 2017-2018
Public

33 (46)

Future network architecture

The strong drive towards virtualization of network functions will have a clear
impact on transport flexibility. As soon as a VNF moves, the transport must
immediately be reconfigured to support the new topology. To achieve this
SDN will be an important entity that offers a programmatic interface towards
the higher layers of transport control. But during a long transition time there
will exist both SDN controlled equipment as well as legacy transport
equipment, so the higher layers transport control will have to operate with a
multitude of protocols. The figure below exemplifies this by illustrating how
transport setup can optimized by using information from both RAN and the
transport network and using different legacy protocols when reconfiguring the
network.

Figure 26: Interaction between RAN and transport
Network slicing is a concept that also will put new requirements on the
transport network. Specific features will be needed for the transport to become
“slice-aware” from the overall service orchestration perspective. This will also
help to cater for slice isolation and inter-slice prioritization requirements.
There is a need for Analytics, Policy, Control functions and specific
Northbound APIs for service orchestration and SLA reporting. Collection,
presentation and correlation of various Transport service level parameters on
a per service basis is one of the key capabilities required. Also, necessary
level of isolation and prioritization between the various network services needs
to be maintained.
The figure below visualizes that the business and cross domain management,
beside defining the slice in RAN and packet core, requests support for the
required transport from transport control. If transport control, based on current
knowledge about the transport network, decides it can be supported it
reconfigures the transport infrastructure and respond back that it is ok.
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Figure 27: Transport supporting network slicing
The main propositions of the future transport architecture can be summarized
as:
• Service agility, programmability, enhanced visibility & cross domain
orchestration
• There are 4 major components for this layer to support the mentioned
characteristics: Configuration Management, Path Management, Topology
Management and Utilization management
• Specific applications for both local Transport domain optimization but also
to support cross-domain orchestration functions will be needed.
• The infrastructure layer is built using seamless MPLS based forwarding
plane using segment routing as one important construct. IPv6 based
forwarding plane is also one of the industry directions for the future
• All management functions that can be centralized will be centralized and
only the most needed functions will stay in the infrastructure layer like
OAM monitoring and fast reroute solutions.
• Ubiquitous transport service e.g. using Ethernet VPNs (EVPNs) from all
the way from the access to termination in a datacenter and between
datacenters is envisaged

8

Application Cloud
Network Northbound focuses on community innovation; service development
across domains via component assembly and flexible business and
commercial models to expose the network capabilities to the Applications
Cloud that are produces and used by external developers, consumers and
enterprises. Network northbound and applications cloud will provide an
integrated environment where service creation (“the real-time call flow”) and
management workflow creation (OSS/BSS support) come together.

GFTB-17:002201 Uen Rev B

2018-04-19

 Ericsson AB 2017-2018
Public

35 (46)

Future network architecture

An application cloud delivers readymade applications, and computing services
(e.g. servers, databases, analytics, security services and more) used to create
applications over public and private networks. Application cloud is delivered
using three levels of abstraction. The defined levels according to NIST are
SaaS, PaaS and IaaS.
Software as a Service (SaaS) utilize the networks to deliver applications to the
end-users. SaaS eliminates the need to install and run applications on
physical computers on premises. Because of this SaaS is typically used by
enterprises to streamline maintenance and support of the applications.
Platform as a Service (PaaS) offer services to developers with a focus of
making the life cycle of new applications efficient. PaaS in general provide a
set of services that make the first phase; development, testing and
deployment of the applications, quick, simple and cost effective. When in
production, the underlying compute and storage services in the PaaS can
scale automatically to meet the application demands during its life cycle
(removing the need to manually allocate/deallocate resources when needed).
Infrastructure as a Service (IaaS) is a self-service model for accessing,
monitoring and managing remote compute and storage infrastructure
resources. These resources are used as execution environment for
applications, but the application and the services they consume, middleware,
OS etc. are managed by the application provider.
Regardless if the application cloud provides IaaS, PaaS or SaaS to its endusers, its characteristics should follow the NIST definition of cloud computing
(see NIST SP 800-145), which can be summarized as;
• On-demand self-service
• Broad network access
• Resource pooling
• Rapid elasticity/expansion, and
• Measured service
The application cloud in this context is what is typically known as cloud or
cloud computing in the IT world. The reason for the term application cloud is to
be able to describe interactions between business entities and the implications
on technical architectures to support this.
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Figure 28 Application cloud architecture
Interfaces exposing services toward the running applications are provided in
the application cloud. The network services are e.g. provided directly from the
management and monetization layer or via facilitation and aggregation. The
network capabilities are made available to the application developers via
defined APIs e.g. basic connectivity management services, transport
optimization services, identity services, security services etc. The application
cloud can also act as a broker between the application providers and network
service providers.
• The cloud execution can utilize the cloud infrastructure provided by a
network service provider, a public cloud provider or be a private cloud.
• The facilitation layer has the role to reduce complexity and fragmentation
when exposing network assets from many service providers.
• The aggregation aggregate capabilities from many networks and address
the many-to-many problem between a network service provider and
application providers.
The developer should not need to consider the integration of each network
service provider. Which in practice means that within the application cloud,
interfaces to multiple network service providers should be consolidated.
Further the application cloud need to dispatch API requests to and from
applications to target network service providers using flexible routing rules.
Policy defined by Service Level Agreements between the application and
network service providers should be possible to enforce.
As an example, the Connected Vehicle Cloud (CVC) aims to provide services
in the connected traffic management and C-ITS spaces by helping aggregate
and distribute traffic information.
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The CVC will interface roadside infrastructure devices such as traffic lights,
cameras, variable message signs and more. These devices may be
connected directly to the CVC. Or they will be connected via a device
integration cloud service. One example may be traffic lights systems for which
the vendor typically provides a network service to integrate with the traffic
lights.
CVC provide the possibility to expose traffic information for information
consumers that are interested to obtain said information. CTC has also the
ability to sell/broker the information provided by information suppliers using the
inbuilt billing and business support tools.
For services vehicles will be connected to the system as both information
sources and consumers. The vehicles are assumed to be connected to the
CVC via the vehicle OEM’s cloud services and in many cases the vehicle
OEM will take the role of an information supplier willing to sell any valuable
information provided picked up by the sensors the vehicles are equipped with.
One such example may be information about slippery road conditions that e.g.
the electronic stability program (ESP) system can detect.
The individual vehicles are connected via the vehicle OEM cloud solutions.
The information shared between the vehicles and the traffic operation center
is; information about detected slippery road conditions, animal/people/obstacle
or debris on the road, unprotected accident areas, reduced visibility and
exceptional weather conditions. In this solution, multiple national traffic
operation centers are connected via an interchange server that has the role to
route information from the vehicles to the correct national traffic operation
centers based on the current location of the vehicle.

Figure 29 Connected Vehicle deployment scenario
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9

Cross-domain aspects

9.1

Network slicing
Traditional core networks have a one-size-fits-all approach, providing the
same service characteristics no matter what service, versus single network
architecture approaches that carry services with a broad range of
requirements and customized characteristics per service. Technologies like
network slicing, Software-Defined Networking (SDN) and virtualization are
enabling networks to be built in a more scalable, flexible and dynamic way.
Customizable elements can be chained together programmatically to provide
just the right level of connectivity, with each element running on the
architecture of its choice. This concept of network slicing enables networks to
be built to maximize flexibility to meet various service needs.
Network slicing powers flexibility by allowing multiple logical networks to be
created on top of a common shared physical infrastructure. Each slice
provides customized connectivity and all slices run on the same, shared
infrastructure. The greater elasticity delivered by network slicing addresses the
cost, efficiency and flexibility requirements imposed by current and future
services.

Figure 30 Enabling industry verticals specific use cases
SDN and virtualization are enabling a drastic change to take place in network
architecture, allowing traditional structures to be broken down into
customizable elements that can be chained together programmatically to
provide just the right level of connectivity, with each element running on the
architecture of its choice. This is the concept of network slicing that will enable
networks to be built in a way that maximizes flexibility.
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Being able to deliver the wide variety of network performance characteristics
that future services will demand is one of the primary technical challenges
faced by service providers today. The performance requirements placed on
the network will demand connectivity in terms of data rate, latency, quality of
service, security, availability, and many other parameters — all of which will
vary from one service to the next. But future services also present a business
challenge: average revenues will differ significantly from one service to the
next, and so flexibility in balancing cost-optimized implementations with those
that are performance-optimized will be crucial to profitability.
Next generation 5G networks will cater to a wide range of new business
opportunities, some of which have yet to be conceptualized. Applications like
remote operation of machinery, tele surgery and smart metering all require
connectivity, but with vastly different characteristics. New technologies such
as virtualization, network programmability and network slicing enable logical
networks that are customized to meet the needs of each application. As a
result, new products and services can be brought to market rapidly and be
easily adapted to fast-changing demands.
Network slicing provides customized connectivity that will benefit many
industries by offering a smart way to segment the network to support services
or business segments. Slices can be optimized by many characteristics
including latency or bandwidth requirements. Since the slices are isolated from
each other in the control and user planes as well supported use case, the user
experience of the network slice will be the same as if it was a physically
separate network.
Network slicing provides greater insight into network resource utilization, with
each customized network slice, to match the level of delivery complexity
required by the supported services. Resources for the network slices can be
set up based on various service characteristics e.g. bandwidth demand,
latency demand etc. Example use cases are:
• Massive IOT. Provide connectivity for smart meters with a network slice
that connects IOT devices with a high availability and high reliability dataonly service, with a given latency, data rate and security level.
• Augmented Reality. Provide a network slice with very high throughput,
high data speeds and low latency for an Augmented Reality service.
• Capacity or coverage on demand. Provide instant access to network
capacity or coverage in the event of an emergency, for mission-critical
services. The network slice can be prearranged through business
agreements and provided on demand
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Figure 31 Network slicing examples
The 5G ready core network is a common network platform enabling ICT
transformation. It brings the agility, speed and efficiency needed by new
services that support the network society and 50 billion connected devices.
Network slicing, NFV, SDN, Distributed Cloud, transport and as well
Management, orchestration, analytics and exposure of network resources are
part of 5G core. It brings new levels of flexibility and optimization with the
promise of enabling business innovation at an unprecedented scale. They
enable programmable network assets that provide agile innovation, so service
providers can quickly react to new challenges and quickly capture new
business opportunities.

9.2

Security
The networked society will be built on unprecedented connectivity and the
ability to access cloud services from anywhere in the world. This connectivity
brings with it an evolving threat landscape for cloud computing including an
increased risk from a myriad of low tech IoT (Internet of Things) devices which
can threaten the network integrity. Security for cloud computing has become
one of the top concerns for cloud actors such as cloud service providers,
tenants and tenants’ customers, as well as for governments and regulators.
Many of society’s critical functions are already being moved into clouds, and
this trend is likely to accelerate. For attackers such as spies, hacktivists and
organized criminals, this provides attractive opportunities to compromise
society’s critical processes.
The ability to withstand, detect, respond to and recover from attacks by
malicious parties, or from unintentional security breaches, is a cornerstone for
trustworthiness by cloud actors. Trustworthiness is built on transparently
ensuring security and privacy for tenants in an evolving environment. Security
and privacy will therefore gradually become a business driver, more than a
business enabler, on a global scale.
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For a service provider, security cannot be a permanent state reached through
a one-time effort. Instead, it is a continuous process supported by cloud
architecture. Technical mechanisms and operational policy management (and
enforcement) should all be treated in a unified manner. Each provider needs
security governance to constantly follow changes in the risk landscape, to
adjust for security controls and enforce efficient security processes.
Executing security as a process using the trust engine concept enables
transparency and proof of compliance with best practices, specifications,
standards and regulations. In this way, cloud service providers can offer better
security for many customers than the customers are able to provide in their
own IT networks. To move the security discussion between the different cloud
actors forward, an illustration of a combination of the trust engine and logical
cloud security architecture. The figure below illustrates the functional cloud
security architecture.

Figure 32 Security architecture
Cloud providers and cloud customers (tenants) have their respective areas of
ownership, control, and responsibility over the assets exposed in cloud.
Customer’s assets are usually virtualized, (e.g. Virtual Network Functions)
whereas providers often have responsibility for the physical assets within the
cloud infrastructure. The division of responsibility for security controls and
assets depends on the deployed service model. Each party must be able to
verify that the cloud deployment complies with their requirements. Cloud
provider and cloud customers or cloud applications implement and enforce
their respective security controls for protecting the assets.
The cloud security architecture addresses security challenges derived from
multi-tenancy, divided responsibility and the dynamic environment. The
security management & orchestration layer dynamically deploys and adjusts
security functions, policies and related configurations of customers and
providers, e.g., in IT cloud and telecom cloud deployments. The layer is
seamlessly integrated into common network management and analytics
infrastructure with its own statement of compliance (SOC) view providing
situational awareness.
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The managed security controls and services are divided into 6+1 security
groups in the architecture. They shall be seamlessly coupled with security
management & orchestration to achieve an automated and proactive end-toend security response.
Unified security management (USM) will be an essential part of future
networks where security functions, policies and related configurations are
dynamically deployed and adjusted across domains, often in multi-vendor
environments. Jointly with the underlying security technologies, the realization
of security management will largely shape the accomplished security posture.

Figure 33 Unified Security Management
USM configures, orchestrates and manages the security functions in the
context-based threats and vulnerability insights that have been evaluated by
the risk expert system based on the security policies. The system monitors the
security events and performs security analytics on Internet and telecom feeds,
as well as on other data and learnings. USM continuously has the latest risk
insight and performs, when needed, security response automatically or
manually, and configures, orchestrates and manages changes in the security
functionality. USM works across domains and for different actors: for
infrastructure, transport and applications, for cross domain operations,
business and customers. Different domains and actors have different views of
USM.
The system will support automatic translation of customers’ security SLAs into
actionable business- and cross domain operations’ policies. Moreover, the
security shall be “usable”, i.e., easy to manage and control and shall be ondemand adapted to the network dynamics. Finally, USM supports on-line
verification that the instantiated security mechanisms are compliant with the
original SLA for the business and customer’s operations.
Trusted computing gives USM assurance that SLAs are properly enforced and
that compliance can be guaranteed. Remote attestation gives means to the
USM to collect secured information about the policy (SLA) execution and the
security posture (e.g. how and which OS kernel was loaded).
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10

Network Evolution Journey
The promise of increased agility, improved TCO, and the opportunity to exploit
new business models are compelling reasons for service providers to invest in
network evolution, leveraging advanced technologies such as 5G, NFV, SDN
to name a few.
Notwithstanding the long-term potential that the programmable network
platform of the future can deliver to the service providers business, the velocity
of transformation will be dictated by the service providers business priorities,
market situation & regulatory constraints.
The widespread introduction of advanced automation, toward zero touch
systems, and platforms built on shared & public infrastructure will also drive
significant changes in organizational design, ways of working. This presents
an opportunity to streamline and improve existing business processes to fully
exploit the benefits that new technologies can bring to the business. Whilst
“non-technical” in nature, these impacts to the service providers business
environment are non-trivial and represent a large and influential component of
the network evolution journey.
The reality of needing to manage legacy infrastructure, whilst building the next
generation network holds true for many service providers. Accordingly, the
network evolution will take place in numerous phases of implementation and
over many years, therefore requiring courage to stay on track with the journey,
given that the longer-term benefits materialize after transformation has taken
place in multiple domains.
The table below describes a plausible evolution path for the different
architecture domains. The timings are indicative and may vary substantially
depending on market maturity and in context with an individual service
provider’s business situation.

Area

Year

Comment

Access &
Network
applications

20172018

Introduction of LTE-A, LTE-B, LTE-M & NB-IoT. Planning for site
introduction of C-RAN & Massive MIMO. 5G preparation and initial
standalone deployments. Traffic migration to Virtual network
function started. Support for automated provisioning and selfhealing improved.

Cloud
Infrastructure

20172018

Cloud infrastructure mainly in national sites. Initial deployments in
regional site infrastructure in preparation for distributed cloud.

Management
&
Monetization

20172018

Initial deployment for e2e network service orchestration & cross
domain orchestration. Automation of several use-cases and
transformation to DevOps way-of-working ongoing.
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Area

Year

Comment

Transport

20172018

100G optical transponders in long-distance and metro systems.
Initial 400G capable systems deployed. Initial deployments of SDN
Mobile backhaul & RAN transport interaction.

Access &
Network
applications

20192020

5G initial launches start to build momentum. 5G non-standalone
deployments leading to standalone deployments. Spectrum refarming ongoing. 5G core deployments started.

Cloud
Infrastructure

20192020

NFVi deployed in access sites. Network and IT platform
convergence maturing.

Management
&
Monetization

20192020

Digital transformation ongoing. Analytics & machine learning start
to employ closed loop automation in daily operations.

Transport

20192020

Flexible mobile backhauls widely deployed supporting C-RAN
architecture. Terabit capable optical systems being deployed.

Access &
Network
applications

20212022

4G/5G systems widely used in combinations of licensed,
unlicensed and shared spectrum. Cloud native network functions
starts to be introduced.

Cloud
Infrastructure

20212022

Further improvements in platform characteristics delivering
flexibility and resilience with an optimized total cost of ownership.

Management
&
Monetization

20212022

Service providers start to take the next steps to leverage deep
learning systems delivering AI solutions to both manage and
monetize their network.

Transport

20212022

Service provider deployment of more advanced multi-layer, multidomain programmability.

Table 1

11

Network Evolution Journey - 2017-2022

Additional reading
Below you find links to some relevant Ericsson Technology Review articles:
4G/5G RAN architecture: how a split can make the difference
A vision of the 5G core: flexibility for new business opportunities
Multi-access for the IMS network
Wi-Fi calling – extending the reach of VoLTE to Wi-Fi
The central office of the ICT era: agile, smart and autonomous
Communications as a cloud service: a new take on telecoms
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Architecture evolution for automation and network programmability
Gearing up support systems for software defined and virtualized networks
Flexibility in 5G transport networks: the key to meeting the demand for
connectivity
Radio access and transport network interaction – a concept for improving QoE
and resource utilization
Virtualizing network services - the telecom cloud
Paving the way to telco-grade PaaS
OpenStack as the API framework for NFV: the benefits, and the extensions
needed
Distributed cloud infrastructure – a unified approach
Setting the future media services architecture
Cloud robotics: 5G paves the way for mass-market automation
End-to-end Security Management for the IoT
5G network programmability for mission-critical applications
Enabling intelligent transport in 5G networks
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