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We rarely stop and think about electricity—
at least until there’s an outage or natural 
disaster. But for utilities, sustaining a constant 
flow of power is complex and challenging. 
And now there are many additional pressures 
on utility companies. Power generation is 
evolving to sustainable resources. With the 
popularity of solar panels, consumers are 
producing as well as consuming energy. 
Economic forces, security threats and natural 
disasters add further to the pressure on 
utilities. To meet these challenges, utilities 
are undergoing digital transformation. Let’s 
unpack the components of the digital power 
grid and see how wireless private networks 
are enabling utilities to achieve their goals at 
every step of the journey.
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Always on, always plugged in—it’s no  
question customers take electricity for  
granted. Many rarely stop and think about 
electricity until an outage or natural disaster.  
However, in the background, sustaining a 
constant flow of power is complex and  
challenging. As the population grows and 
sources of power generation evolve, utilities  
must shift out of traditional thinking and 
scale with digital transformation. This paper 
unpacks the state of the digital power grid 
and shows how private networks are  
enabling utilities to achieve their goals.
 A delicate complexity defines the electric 
power grid infrastructure. Electricity is  
generated at power stations and distributed 
over large distances to homes and businesses. 
Consumers place a continuously variable load 
on the power grid with their appliances. At 
every instant, power grid infrastructure  
management ensures that power generation  
exactly matches power consumption. When 
these two quantities do not match, the grid 
frequency starts to vary from the desired 50Hz/ 
60Hz (depending on country), causing the 
kind of grid instability that leads to blackouts.

With the growth of sustainable resources 
like solar and wind, there is now variability in 
power generation as well as in consumption. 
For this reason, power utilities managing the 
grid must be able to constantly monitor and 
control, both the generated and consumed 
loads.
 All these factors contribute to major flux in 
the utilities sector. As society moves towards 
renewable generation, new competitors are 
entering the space. Economic forces, security 
threats and natural disasters add further to 
this pressure. To survive, utilities are  
undergoing digital transformation by investing  
in new technologies to modernize the grid 
and improve existing grid’s security, reliability 
and resiliency. Wireless connectivity is essential 
to this evolution. 

It’s time to move on from legacy  
infrastructure
As with any complex technology, sensors, 
remote switches and monitoring equipment 
are part of the wired critical infrastructure 
that keeps the power grid humming along. 
Wired infrastructure is currently supplemented  

by wireless mesh networks, which provide a 
patchwork of coverage with varying levels of 
interoperability and reliability. However, this 
may not be enough as the demands on these 
networks continue to increase. In particular, 
we’re seeing decreases in switch latencies and 
increases in performance requirements— 
largely driven by video and data monitoring 
and the need for proactive Artificial  
Intelligence/Machine Learning-based fault 
management.
 The need for reliable and ubiquitous  
wireless has never been greater. It has 
become increasingly important for utilities to 
have access to a wireless network unaffected 
by the vagaries of a shared public consumer 
network and its load-dependent reliability. 
Security, reliability and independence in the 
design of wireless network quality is especially  
important to utilities. 
 Now is the time for grid modernization to 
a mission-critical wireless network that can 
offer advanced, standardized technology  
driven by a global ecosystem.

2https://www.ericsson.com/en/5g.

Introduction – Wireless: The smart 
network for the smart grid

https://www.ericsson.com/en/5g
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Some call the power grid the world’s most 
complex machine. As the grid grows more 
complex, utilities must adopt digital solutions 
that enable them to:
• Increase security, reliability and resiliency 

of power transmission and distribution. 
• Consolidate islands of disparate 

communication networks. 
• Digitize and automate processes using 

Internet of Things (IoT) and sensors.
• Provide a broadband backbone for real-

time remote asset monitoring.
• Update aging mission-critical push-to-talk 

(PTT) solutions with ones based on cellular 
standards.

• Ensure better control over their own 
financial destiny by selectively moving 
from an opex model to a capex model.

This is where private networks make their 
mark. In North America, the newly assigned 
900MHz spectrum leased to utilities allows 
for low-band coverage of the power  
infrastructure, while the Citizens Broadband 
Radio Service (CBRS) Priority Access License 
(PAL) and General Authorized Access (GAA) 
spectrum introduces the capacity for grid 
monitoring of newer data-hungry sensors and 
controllers in the grid. These and similar  
agreements elsewhere for access to low-
band/mid-band spectrum has enabled 
3GPP-based wireless cellular technology to 
drive consolidation of diverse mesh networks. 
Network evolution to cellular brings to  
utilities the advantages of a large and rapidly 

developing ecosystem of global sensors and 
devices. Security, reliability and independence 
in the design of wireless network quality is 
especially important to utilities. 

Wireless brings low latency, high  
performance to interconnect generation, 
distribution in the power grid
As our devices multiply, our demand on the 
power grid grows. Where does all that energy 
come from and how does it get to our devices? 
Consumers barely give that a thought, but 
the fact is that getting energy from where it’s 
generated to where it’s used by our industries, 
offices and homes is complex. Ensuring that 
the power inserted into the grid is always 
balanced with the consumption from the grid 
takes a delicate choreography.
 In this section, we will explore the critical 
role of substations in power transmission.
 Wireless technology enhances substation 
control with its flexibility—in latency,  
performance and ecosystem economies of 
scale—and is central to the modernization 
of the energy grid. LTE and 5G provide an 
upgrade to the patchwork of communication  
systems interconnecting elements of the 
power grid today. They also offer viable options  
as the power grid is modernized from time- 
division multiplexing (TDM) to resilient, reliable, 
multi-functional packet-based infrastructure.
 To set the stage for the role of wireless in 
grid modernization, let’s first get a simplified  
view of the major functional aspects to the 
power grid described in Figure 1.

• Generation of electricity occurs at the 
power plants, where coal, gas, wind, solar 
and nuclear energy are used to generate 
electricity for distribution in the power grid.

• Step-up transformers increase the 
voltage on the generated power to allow 
for high voltage transmission over long 
distances, with reduced losses.

• Transmission substations ensure that 
generated power is efficiently distributed 
through a network of distribution 
substations, switching power from 
multiple sources of power generation.

• Distribution substations get the electricity 
into our industries, offices and homes 
using step-down transformers to bring 
transmitted power down to safe levels for 
local consumption.

Transmission substations control the input of  
the power into the distribution grid. This 
control could be through isolation, or  
switching of power generation sources using 
breakers, switches and relays. Distribution 
substations ensure continuity and reliability  
of power towards industrial, commercial 
and residential consumption by switching in 
power sources based on demand and fault 
detection/isolation.
 To understand the applicability of 4G and 
5G to the power grid, let’s now look at some  
of the voltage levels addressed by substations  
in different parts of the power grid. The  
higher the power/voltage, the more critical 
the latency requirements are for direct control 
of substation equipment. 

Figure 1: The Power Grid

Wireless will power the digital
transformation
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Using North American voltage classes as an 
example, power is usually generated at about 
69kV at the power generation stations.  
Transmission substations, located closer to 
power stations, step this up to 138kV–768kV 
to minimize transmission losses over long  
distances, and for interconnection towards 
other power grids. Closer to the consumers, 
distribution substations step the transmission  
down to 26–69kV to cater to three classes  
of consumers (industrial—11kV–69 kV;  
commercial—4kV –11kV; residential— 
120V–240V). 
 Transmission substations implement the 
vital function of active voltage and reactive 
power management of power generation 
resources. Multiple transmission power lines 
converge at these substations to interconnect 
a few generation locations and multiple  
distribution locations. 
• Distribution substations implement 

consumption-focused functions related 
to demand response in order to address a 
continuously varying consumer load.

• Distributed energy management 
is implemented to balance power 
generation feeds across both traditional 
and sustainable resource power grids to 
avoid overloading the distribution grid 
on a sunny or windy day. Other aspects 
handled by the distribution grid include 
management of the Electric Vehicle (EV) 
charging infrastructure and automation 
functions supporting Advanced Metering 
Infrastructure (AMI) and building and 
home automation.

Devices like isolators, circuit breakers and 
reclosers are used as part of the continued 
balancing act between availability of power 
on the transmission/generation grid and 
consumption on the distribution grid.
• Isolators are used to disconnect power 

sources when availability exceeds 
consumption, or to connect additional 
generation sources when consumption 
exceeds switched power.  

• Circuit breakers and relays protect the 
infrastructure by disconnecting the 
overloaded transmission line to protect the 
grid from damage. 

• Reclosers temporarily isolate paths at 
distribution substations, caused by weather 
or conditions like falling trees or branches. 
The reclosers test the integrity of the 
isolated line after a short time period, and 
resume distribution if, for example, the 
fallen tree branch is no longer causing a 
danger on the line.

Devices operating at high voltages in  
substations need to operate quickly to  
minimize the danger of sending high voltage 
on a compromised transmission line. Mesh 
networks are often custom-built based on the 
use cases above, and lack the consistency, 
flexibility in latency offered by a single  
multipurpose private LTE network.

Enhancing connectivity to substations
Communication and wide area networks 
today are used for the following important 
functions in the power grid:
• Grid management and telemetry: These 

systems are designed for centralized 
control and SCADA (supervisory control 
and data acquisition). The round-trip 
latency for centralized control is relatively 
relaxed (50–100ms), and well within the 
capabilities of the 20–80ms latencies 
available on LTE networks. A private LTE 
network provides the flexibility to carry 
multiple classes of traffic like voice and 
control simultaneously, with the necessary 
priority and preemption of traffic. 

• Teleprotection: This is a power grid 
protection concept for monitoring the 
condition of the grid, isolating faults and 
preventing damage to critical parts of 
the power grid. It involves direct control 
of the devices described above that carry 
high voltages and requires round-trip 
latency of the order of 10–20ms to allow 
for instantaneous fault isolation. This can 
be achieved with dedicated 4G wireless 
transport like microwave today, or with 5G 
NR bearers using high-band spectrum.

 
In Figure 2, centralized Human Machine 
Interface (HMI) functions implement the grid 
management and telemetry, while the remote 
substation implements many of the  
teleprotection functions.

Figure 2: LTE replaces slower-speed broadband lines as performance needs increase at substations.
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Wireless networks—for grid management 
and use case convergence
Now that we understand the distinction 
between transmission substations and  
distribution substations, it’s easier to  
appreciate the advantages of wireless private 
networks for management of power utilities 
based on the substation use case.
 Transmission substations could be located 
in remote areas—where the hydroelectric, 
nuclear or coal/gas power generation is  
located—far away from the control centers. 
Long-haul wireless provides connectivity 
between the transmission substation and the 
established wide area network that monitors  
the power grid. Wireless technologies like 
long-haul microwave can be used instead of 
expensive fiber upgrades or can replace  
low-speed links with higher-performance 

Extending the reach of substation  
equipment for teleprotection
Going back to the earlier short introduction 
to voltage levels, we see a wide variation at 
different points of the power grid—generated 
69kV stepped up to transmitted 768kV down 
to distributed 11kV/4kV/120V. Teleprotection 
is a protection system in charge of monitoring  
the condition of the grid, isolating faults and 
preventing damage to critical parts of the 
power grid. It depends on a responsiveness  
of 5–10ms one-way from the network to  
protection equipment and switching gear like 
isolators, relays, switches and reclosers to  
isolate faulty circuits and switch in backup 
circuits. The associated mission-critical  
resilience and reliability should be an integral 
part of the private wireless network. 
 Local functionality is usually deployed at 
individual substations to address these  
latencies, with the associated lead times for 

interconnections of transmission and  
distribution substations. The latency and 
performance offered by long-haul wireless is 
an important first step towards grid transport 
modernization. 
 Distribution substations could be closer to 
population centers—closer to the consumption.  
A private LTE network would add capabilities  
of wireless 4G or 5G solutions to enhance 
or expand existing data connections and 
offerings. Wireless would also add a layer of 
reliability to the operational communication 
needed to monitor and control the substation. 
Many of these devices are already reliant on a 
backup public wireless network, which would 
now be replaced by a better-designed,  
predictive private wireless network.
 Let’s consider the same set of substations 
from a performance standpoint. Use cases 

action after fault isolation. With the right 
combination of wireless 4G/5G low-latency 
solutions coupled with Artificial Intelligence/
Machine Learning (AI/ML) solutions, we can 
extend the reach of teleprotection beyond the 
local substation to more central locations.
 In the short term, while utilities are driven 
by an LTE-device ecosystem and spectrum 
assets, microwave connectivity can be used to 
extend this millisecond responsivity outside 
the substation. The use of AI/ML applied to 
system behavior at the substations will allow 
for proactive fault isolation. In the longer 
term, development of the device ecosystem 
for wireless technologies like 5G NR and  
higher band spectrum would allow for remote 
control of mission-critical switching  
infrastructure with 5–10ms latency. This  
will allow for scaling and centralizing of  
mission-critical substations control from more 
central locations.

such as smart video monitoring require a 
ramp-up in performance characteristics, with 
either an expansion of existing transport 
capabilities towards a remote monitoring 
center with expensive fiber or more flexible 
expansion with Citizens Broadband Radio 
Service (CBRS) PAL-based private wireless.
 The same private wireless system that 
enables scaling of superior performance also 
allows for integration of employee devices 
with private enterprise features. When the 
sensors and substation Intelligent Electronic 
Devices (IEDs), remote terminal units (RTUs) 
and relay systems migrate towards wireless, 
we will see integration of grid management 
and corporate communication into the same 
mobile devices. This decreases operational 
complexity at utilities, bringing the IT and OT 
worlds closer together. 

Wireless connectivity enables the Smart 
Grid
Wireless technology opens up new  
opportunities for expanded control, scale and 
reliability in interconnecting power generation  
and distribution. With adoption of the right 
spectrum, device ecosystem and technology, 
wireless will also allow for consolidation of 
mission-critical fault location, isolation and 
restoration. As the power industry continues 
to modernize in response to growing demand 
and business imperatives, Ericsson is partnering 
with utilities for wireless grid modernization.
 We will next enter the substation and 
explore the evolution of new standards in 
device control and management. We’ll see 
how flexibility in the use of LTE spectrum and 
capabilities brings low latency and reliability 
within the substation and enables a longer 
reach in monitoring of the distribution and 
consumer grid.

Figure 3: Components of a teleprotection system
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As both society and technology evolve, the 
task of delivering power to industries,  
businesses and homes grows more complex—
yet more critical. Energy utilities are investing 
in smart power grid technology to meet these 
new requirements and demands. 
 In this section, we will address why wireless 
communications are so important for the  
successful modernization of the power grid. 
We will explore how wireless enables  
modernization of the power substation itself. 
The substation is an integral part of the 
power grid; it’s the entry point for energy from 
the power plant and the exit point carrying 
energy to the consumer. The substation plays 

multiple roles in ensuring the reliability in  
the grid, both local and remote.

The role of the substation in a power grid
As discussed in the overview before, the utility  
power grid comprises a series of components:  
the site where the power is generated (the 
power plant), transmission stations that 
ensure that generated power is distributed 
efficiently and distribution stations that get 
the electricity into our industries, offices and 
homes. Each component of the grid must 
communicate with the others, a task that has 
grown more critical as utilities progress in 
modernizing their power grids.

The substation includes two main areas of 
control that define the focus for digital and 
wireless transformation (see Figure 4):
• The switchyard—Where the incoming 

and outgoing power lines arrive and the 
electrical power operating equipment and 
primary control elements are located. These 
elements include power transformers, 
circuit breakers, reclosers and instrument 
transformers (which provide a scaled down 
version of voltage and current).

• The control room—Where secondary 
equipment like relays and protection 
control of the primary elements is 
implemented

 
Figure 4: The switchyard and control room are the main areas of focus for the wireless substation.

The wireless power substation:
transformation towards power grid
sustainability
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Wireless transformation of the substation 
switchyard
Substations today have copper-driven  
dedicated lines to each primary control  
element, running a single use case at a time. 
To expand the substation’s capabilities, the 
utility would have to add wiring bundles and 
upgrade cable trenches that connect the 
switchyard to the control room. 
 In addition to being unwieldy, these  
systems are analog. They use serial protocols 
such as Supervisory Control and Data  
Acquisition (SCADA) or DLP3 that are driven  
by flags at a bit or byte level. Importantly, 
serial protocols usually do not support  
heartbeats (a periodic status check signaling 
between control center and each sensor) to 
monitor the health of the devices. The control 
center has no way to know in real time if a 
circuit breaker is working properly—a serious 
risk in case of emergency.
 Evolving standards like IEC61850 are  
addressing the evolution from serial/analog 
to digital packet-based protocols, aligning 
more towards wide area control and  
communication. This establishes the protocol 
architecture for introduction of the  
standardized communication architecture 
offered by 3GPP wireless.

Steps to transform the substation
Transformation of the substation starts with  
upgrading the communication infrastructure 
from analog to digital, followed by an upgrade  
of the transport between switchyard and  
control room to the right combination of fiber 
and wireless. Some of these steps are  
addressed in Figure 5 above:
• To optimize connectivity, copper cable 

bundles running from the switchyard 
primary devices to relay control room are 
replaced with a digital bus or wireless 
connection that allows for multiple use 
cases and simplification in wiring. This 
also simplifies/eliminates the wiring and 
trenching between the switchyard and  
the control room.

• To evolve the protocols, bit/byte-based 
flags on existing serial SCADA protocols are 
transitioned to object-oriented protocols 
such as 61850 that use a hierarchical data 
structure to monitor families of devices. 
This could be done using hardware called 
merge units (MU) that help digitize the 
analog outputs from primary elements.

• These MUs provide more granular 
information on the health of the devices. 
Digital information from the MUs can now 
be carried over a digital bus.

 
Fiber as a digital bus could be an interim step 
to reduce the dependence on multiple copper 
bundles. But it’s expensive and difficult to lay 
down. Wireless, on the other hand, simplifies 
things immensely. Where copper/61850  
once linked a group of primary control  
elements in the switchyard, wireless RTU/
routers connect over LTE to the control room, 
with latencies similar to the expensive copper 
or fiber they replace. 
 With wireless digital transformation in 
place, we can collect data continually, so 
machine learning systems can learn the  
intricacies of grid management at that  
particular substation. The resulting  
knowledge system allows for proactive  
management of disruptions, which can be 
extended towards other substations as a 
part of digital transformation strategy in grid 
modernization.

Figure 5: Transformation of the substation from copper to wireless
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Wireless transformation of the substation 
control room
One of the many questions that arise in any 
transformation discussion is whether  
teleprotection can be addressed. Teleprotection  
is a power grid protection concept to monitor 
the condition of the grid, isolating faults and 
preventing damage to critical parts of the 
power grid. It involves direct control of the 
reclosers, circuit breakers, capacitor banks 
and other primary control elements that carry 
high voltages. Teleprotection requires one-
way latency of the order of 25ms–50ms to 
allow for instantaneous fault isolation of lines 
carrying multiple kilovolts of electrical energy.
 A self-contained LTE RAN and Core 
network installed at the substation ensure the 
one-way latencies required for teleprotection 
at the substation. This is critical for backward 
compatibility with existing relay and protection  
control at the control room, which will now 
have evolved from single-use dedicated  
copper to multipurpose wireless connections. 
In addition, an LTE/5G system allows for new 
use cases and data collection—a vital first 
step towards grid automation.
 There are multiple choices to wireless  
technologies within the substation. In your 

home alarm system, for instance, the  
subscriber identity module (SIM) in your 
alarm module maintains a critical wireless 
connection to the alarm center. Connection 
from the SIM router to the alarm sensors 
within your home can use any of multiple 
technologies such as Zwave or Zigbee or 
Wi-Fi. A similar collaboration between LTE 
and non-3GPP technologies may be expected  
within the substation to provide reasonably 
priced best-effort connectivity to devices, 
while providing reliable external connectivity  
with the primary LTE link. The LTE would 
remain primary because the interference 
mitigation techniques used on licensed LTE 
spectrum ensures the reliability needed for 
monitoring and teleprotection. Such reliability 
is important for the data bearers that control 
and monitor the primary control elements 
such as the circuit breakers and reclosers.
 Within the substation, it is critical to have 
dedicated licensed spectrum for the wireless 
network to avoid the risks associated with 
shared resource-based unlicensed wireless  
mesh networks. Such unlicensed mesh 
networks rely on best effort techniques to  
provide uninterrupted access, with the  
associated risky latency variances as the 

mesh addresses interference. Low-band 
spectrum in 600 or 900MHz provides low 
throughput reliable access, while mid-band 
spectrum like Citizens Broadband Radio  
Service Priority Access License (CBRS PAL) 
provides higher throughput for substation 
video monitoring, high chatter and high 
throughput traffic. The reduced cell coverage 
of mid-band is not expected to be a concern 
within the limited outdoor footprint of most 
substations, though wireless penetration of 
the control center walls could be.
 In addition to the above functional aspects 
to real-time grid control, LTE can also address 
the challenge that many control rooms are 
Faraday cages to protect indoor equipment 
from switchyard electromagnetic interference.  
The deployment of indoor wireless LTE  
coverage within the substation would  
integrate seamlessly with the outdoor macro 
LTE network, leveraging common security 
and mobility functionality. This also allows  
for controlled integration of employee  
communication within the control room  
with the LTE wireless network enabling the 
power grid.



10Ericsson | Always on, always plugged in April  2022

In addition to replacing wire bundles and 
simplification in substation expansion and 
upgrades, there are many other advantages 
to LTE modernization of the substation:
• LTE provides a multipurpose IP 

infrastructure, allowing the utility to define 
separated virtual networks for different 
primary control elements in the switchyard. 
All these virtual networks can be defined on 
the single set of wireless bearers between 
the switchyard and the control room.

• The private network established to 
monitor and control the switchyard control 
equipment can multitask with employee 
smartphones, providing converged 
mission-critical and enterprise access.

• There’s a significant advantage to 
deploying a common LTE network between 
the substation and the wide area network 
(WAN) that serves the surrounding power 
grid. It allows for enhanced control and 
transparency between mission-critical 
operations (within the substation’s 
control) and monitoring operations of 
the surrounding grid, which would have 
sensors on the same network (outside the 
substation’s control).

• Upgrading the LTE network to 5G is 
relatively easy when the LTE deployment 
assets are Dual Mode (capable of 5G from 
day one). As economies of scale and the 
ecosystem progresses in 5G, integrating 
5G into the LTE deployed at substations 
and surrounding WAN would primarily be 
a software update—and part of a wireless 
network evolution strategy.

When power grid and substations are on 
a common LTE/5G network, the security 
environment for the power grid would extend 
into and encompass both the power grid and 
the substations that control the power grid. 

The substation in the Smart Grid will be 
wireless
Increased adoption of distributed energy 
resources will require substation upgrades, 
expansions as part of the smart grid  
modernization. Wireless grid modernization 
of the substation is an important tool in this 
journey towards sustainability. The  
introduction of wireless for new equipment 
facilitates efficient transition and expansion 
from a copper-driven infrastructure to a more 
flexible multipurpose wireless architecture at 
the substation. The possibilities for  
convergence between existing fiber and new 
wireless networks, with the associated added 
use cases, drives the need to embark on this 
journey sooner than later!

Why LTE wireless brings power grid  
security, convenience and convergence to 
the last mile
As utilities continue to adopt grid  
modernization, the reliability and security 
introduced by LTE wireless will extend from 
power distribution to the last mile of the 
power delivery infrastructure.
 Many environmentally aware and cost- 
conscious consumers invest in solar panels 
at their homes. Where previously, consumers 
just consumed energy, they now can potentially  
send energy back into the grid and track it in 
near real-time.
 As a solar homeowner, it’s thrilling to see 
your power consumption statistics confirm 
that your rooftop solar is paying back on its 
investment. You’re proud to be a Prosumer—
Producer and Consumer at once! However, 
you may have a myriad of questions: What is 
that spike in my consumption that’s causing 
me to pay for power from the grid instead of 
earning credits? Who else can see the data 
shared by my smart meters and rooftop solar? 
Am I protected when my grid loses power?
 The utility provider also has questions: How 
do we ensure that consumer-produced solar 
power does not overwhelm my power grid? 
How can I quickly expand into new  
neighborhoods? When we open up our grid  
to rooftop solar systems, how can we stop 
bad actors from hacking into the rest of the 
power grid?

Figure 6: Transformation of the substation from copper to wireless

Bringing convergence between the
substation and the controlled grid
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Real-time monitoring of neighborhood 
power lines

This section is about that last mile in the 
power grid. This is where power enters the 
consumer domain; it’s also where safety and 
security become paramount. We will address 
how LTE enables more real-time monitoring 
of power grid components when high power 
lines enter a neighborhood and how consumer  
power generation affects and enables the 
power grid. We will also explore how LTE  
provides power grid security that enables 
utilities to share wireless access across the 
consumer and operational domains.

The new Prosumer changes the landscape
With the rise of distributed energy resources 
like rooftop solar systems and the growth in 
sustainable consumer power, it’s increasingly 
important for utilities to have continually 
updated information on the demand variance 
of consumers in the power grid. What was  
traditionally unidirectional (power grid  
feeding homes) is now bidirectional (solar 
and electric vehicles returning some power to 
the grid, while still consuming power from the  
grid). The new reality of “producing-consumers,”  

Three-phase power
Power of 4/11/33kV or more is stepped  
down at the distribution substation and  
neighborhood pole transformers and fed into 
communities. Figure 8 shows an example of a 
pole near your home. To keep neighborhoods 
safe from falling or malfunctional power lines, 
utilities must monitor performance of the 
power line in real-time. High-power devices 
like car chargers and washing machines use 
power derived from three phases of current 
(requiring three lines in Figure 8). Lower 
power devices including our refrigerators 
need only a single phase to operate.
 Some of the aspects of power delivery that 
need real-time monitoring include:
• Ambient conductor temperature: 

Monitoring to ensure that the heat 
generated by the conductor in the 
ambient environment is within operating 
parameters. Power lines operating outside 
their temperature margins can cause 
instability in the grid.

• Inclination or the amount of line sagging: 
Using sensors to ensure that conductors 

or prosumers, requires real-time feedback to 
ensure success in the power grid’s balancing act 
between total power generation and demand.
 With real-time information in the last mile, 
substations can isolate fossil fuel-sourced 
power when sustainable energy production 
is high and switch in fossil-fuel power on a 
cloudy or still day, when solar or wind power 
generation is low.

carrying the three separate phases do not 
come too close together. Inclination in 
poles could be a cause for power line sag, 
and associated short circuits and danger 
to the public. Fallen conductors can cause 
injury and fires.

• Wind movement: Detecting galloping 
conductors when wind and bad weather 
cause lines to come too close to each 
other. This can create grid instability due 
to the electromagnetic effects of moving 
conductors.

• Distribution of electricity: At points 
where transformers step down 4kV or 
higher voltages down to consumption 
at 240/120V, sensors are used for fault 
isolation. They detect incipient faults 
associated with the gradual intrusion of 
tree limbs as they grow into and toward  
the lines.

• Consumption of electricity: 
Communications nodes placed on poles 
use mesh networks to collect information 
from smart meters and other devices. 
These collectors may be connected to 
public networks to share consumption. 

Figure 7: Transformation of the substation from copper to wireless

Figure 8: Three-phase power carried over 
separate lines use sensors and  
communications nodes to keep you safe.

Solving the last mile challenge  
with LTE wireless
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The real-time feedback from LTE wireless 
in the last mile enables utility companies 
to ensure power grid security and be more 
proactive in staying ahead of potential faults 
in the neighborhood grid in some of the  
following ways:
• Substations receive the information  

needed to isolate smaller parts of the 
neighborhood grid, avoiding instability and 
blackouts in the larger grid.

• Safety is enhanced by proactive monitoring 
of weather-stricken infrastructure.

• A real-time analysis of consumption and 
prosumer generation allows for more 
efficient onboarding of distribution 
energy resources across transmission and 
distribution substations in the power grid.

Ending the competition for bandwidth in 
the last mile
The last mile is also where consumer traffic 
from smartphones and fixed wireless  
competes with utilities traffic to power grid 

devices. Because demand on internet access 
is at its maximum here, running critical  
devices for the power grid on the consumer 
smartphone network can be both unreliable 
and expensive. Figure 9 represents how 
power grid traffic has to compete with FWA 
(Fixed Wireless) and MBB (smartphone)  
traffic. Capacity in the consumer network is 
shared between power grid, FWA and MBB.  
A dedicated Private LTE network for the 
power grid ensures that reliability on the 
power grid is not impacted by capacity taken 
away by competing consumer devices. 
 Introducing private wireless in the last mile 
also ensures that power grid-specific priority 
and preemption are built into the traffic to 
address different levels of criticality. Figure 
10 shows a representation of how power grid 
devices (green line) can have unfettered  
access on a private LTE network, as compared  
to the blue line where power grid devices 
compete with consumer smartphone traffic  

on a public LTE or unlicensed wireless 
network. The performance and SLAs needed 
for reliable grid operations are within the 
control of the power grid provider. Consistent 
performance becomes independent of the 
prosumers.
 Also, with the rapid migration of population  
to suburbia, utilities are racing to expand 
existing last miles of power infrastructure. The 
time-to-activation of internet connections for 
new power grid devices on the suburban grid 
is quickest with wireless, and is most reliable 
with licensed LTE wireless.
 Device price points for LTE chipsets keep 
falling. That means smart meters and consumer  
devices placed in the last 100s of meters 
between the poles and the consumer can be 
served by the same licensed LTE network as 
the rest of the power grid. With guaranteed  
performance, licensed LTE networks will 
replace existing best-effort mesh networks.

Figure 9: The power grid has to compete for wireless resources on the public network.

Figure 10: Critical traffic can be prioritized and independent of prosumer traffic on an LTE private network.
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Security in the last mile and across the 
power grid
The LTE wireless network serving devices 
on the power grid needs to consider security 
starting from the device to utility head-end 
and application space. The SIM on the power 
grid device connects securely to the eNB 
radio base station. Secure protocols connect 
the eNB to the Core Network (EPC)—the 
gateway to the internet/head-end. 
 To address concerns that most utilities 
have about wireless network security on a  
critical power grid, LTE has three pillars of 
security:
• Authentication. The LTE network verifies 

the SIM’s identity by challenging it for 
the right keys and results. Devices can 
be blocked from the network to prevent 
rogue SIMs from accessing the network. 
Application-level authentication 
mechanisms ensure authentication from 
device to application.

• Integrity. Checksums are used to ensure 
that the received message is the same as 
that transmitted. This mitigates man-
in-the-middle attacks. Denial of Service 
attacks are addressed with algorithms 
that use EPC keys to track sequential LTE 
message counts and avoid rogue network 
nodes from intercepting signaling in the 
network.

• Encryption. Encryption of data with a key 
known only to the LTE receiver guards 
against hackers listening to the data.

For mission-critical networks for utilities, we 
must also consider the concept of micro- 
segmentation. Mission-critical and security- 
critical workloads should not share resources 
with workloads having a low-criticality rating. 
Micro-segmentation is a key defense  
mechanism for isolating many of the attack 
vectors in a multi-tenant cloud environment.

Recommended isolation mechanisms are:
• Tenant isolation, using dedicated host 

resources, such as memory, execution, 
storage and networks, for each tenant in a 
multi-tenant environment

• Physical isolation, using physically 
separated hosts to prevent the compromise 
of one physical node allowing an attacker 
to move laterally across the virtualized 
network

• Traffic separation, using traffic filtering 
and/or network slicing functionality for 
inbound and outbound traffic

• Container runtime environment 
mechanisms, using software-based 
isolation with namespaces, control groups 
and file system protections to separate 
different workgroups from each other. 
This applies especially to cloud-native 
container-based packet core deployments.

Micro-segmentation and isolation  
mechanisms prevent the consumer last mile 
from becoming an entry point for security 
risks into the larger power grid. The default 
security that comes with SIM-based  
authentication and access would also extend 
to other consumer-facing power devices such 

as solar inverters, electric charging stations 
and power storage solutions—all of which 
feed power back into the grid.
 The security and protection used on the 
last-mile delivery grid extend the high security 
enforced on the transmission and distribution 
grid, allowing for much quicker reactions and 
fixes. With mission-critical security moving 
quickly and efficiently to stay ahead of bad 
actors, smart meters and substations will be 
protected with the same ferocity as the rest of 
the grid.

Private LTE network for a secure, reliable 
last mile
So, let us return to those pressing questions 
utilities are asking today: How do we  
maintain that delicate two-way conversation  
between production and consumption in a 
prosumer world? How can we quickly and 
cost-effectively extend our infrastructure to 
serve new customers and better serve our  
current ones? And when we open up our grid 
to prosumers, how do we ensure the security 
of our mission-critical grid?
 Prosumers, with their solar panels, are just 
one facet of the complex shift in the operating 
landscape for power utilities. As we’ve seen, 
LTE wireless enables new technologies and 
improved efficiencies that answer many of 
the challenges facing utilities. As utilities  
continue to adopt grid modernization, the 
reliability and security introduced by LTE 
wireless will extend from power distribution 
to power delivery infrastructure.

Figure 11: 3GPP-based LTE takes security seriously, from an end-to-end perspective.
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Smart meters are getting smarter. Today’s 
two-way reporting on power generation 
and consumption will soon give way to local 
weather reporting, video monitoring and 
other applications. In the emerging smart 
grid, more applications also promise more 
multipurpose devices to manage. To properly 
support growing communications needs in 
the last hop of the last mile, a common packet 
core network can connect legacy, best-effort 
domains with an LTE-guaranteed reliable 
domain. Combined with capillary networks, 
the results are a single wireless network  
supporting multiple use cases that shares the 
enhanced management, security and  
reliability required to effectively administer 
the evolving smart grid.
 Earlier, we reviewed power grid structure 
and how LTE plays a major role interconnecting 
power generation with distribution through 
substations. We then addressed the last mile 
of power delivery, where it is increasingly  
critical to protect people and assets in  
communities. This section of the paper 
addresses the last hop in the last mile, where 
wireless connectivity is often delivered over 
legacy non-3GPP wireless. These capillary 
networks in the last hop feed into reliability of 

private LTE wide area networks in the last mile.
 The power grid today contains numerous  
purpose-built capillary networks, each 
optimized for a single use case. Capillary 
networks consist of a capillary gateway 
(CGW) and many devices served by that 
gateway. Performance, reliability and  
consolidation call for multipurpose networks 
in the last hop. The logical next step is to 
merge these access networks by leveraging 
the common core infrastructure provided by 
private LTE through Converged Cellular  
Capillary Networks.

Converging cellular and non-cellular  
capillary networks in the last hop of the  
last mile
To address the last mile and the last hop,  
cellular technologies such as LTE have evolved  
with new device and network categories that 
include wideband LTE, narrowband IoT and 
Category M. These categories allow simpler 
and less expensive LTE modems for connected  
devices that can increase LTE coverage by 
15–20dB. Ericsson deployments in the vast 
stretches of Australia, for instance, have  
leveraged this enhanced coverage to enable  
connectivity far and wide. This extended 

network can also enable utilities access to 
devices in remote or challenging locations, 
such as a smart meter in a basement. With  
the price of LTE modules dropping, these 
“chip-under-glass” devices constitute the  
cellular access components.
 Capillary networks and the local, short-
range communications technologies that 
enable them provide connectivity for millions 
of devices with many individual use cases. 
Examples of the technologies include  
Bluetooth Low Energy (BLE), IEEE 802.15.4 
and IEEE 802.11ah. These mesh networks 
provide connectivity efficiently to devices 
within a specific local area. Typically, capillary 
networks connect to the edge of a  
communication infrastructure to, for example, 
reach utility head-end systems hosted on the 
internet or in a cloud.
 Connecting a capillary network to the 
global communication infrastructure can be 
achieved through a cellular network, which 
can be a wide-area network or an indoor 
cellular solution. The gateway between the 
cellular network and a mesh capillary network 
acts just like any other user equipment when 
that gateway is enabled with a SIM.

Figure 12: Converged Cellular Capillary Networks bring 3GPP and non-3GPP devices into a single multiple-use-case network.

Connectivity at the last hop  
of the last mile: converging cellular  
and non-cellular networks 
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The Converged Cellular Capillary Network
A capillary network consists of the following 
(see Figure 12):
• Devices that may not be compliant with 

end-to-end 3GPP security but have a 
well-established trust relationship with 
their gateway. These may be running on 
license-exempt, low-power short-range 
technologies such as Wi-Fi, Zigbee or BLE.

• Capillary gateway (CGW) serving these 
devices and providing a connection to the 
internet. 

• Cellular connectivity domain that connects 
these gateways to the internet or device 
head end systems.  These are often served 
with best-effort consumer networks today, 
and can be enhanced with dedicated 
private LTE networks.

 
One advantage of integrating capillary 
gateways into a common LTE core is the 
ability to move some head-end and meter 
data-management processing towards the 
edge. This enables pre-processing on capillary 
network data earlier at the community level 
to optimize processing at existing head-ends.
 Here are three other advantages of  
consolidating across single use capillary 
gateways and common LTE core, with more 
details following:
• Consolidation, priority and preemption can 

be applied across 3GPP and non-3GPP 
networks, with each of the CGWs use cases 
mapped to QoS in the LTE packet core. 
Consolidation of use cases at the head-end 
is now possible as the LTE packet core can 
classify traffic based on the CGW.

• Scalable management of devices across 
use cases is now possible on a common 
management infrastructure. Delegated 
configuration of devices reduces network 
planning and offers centralized security 
and reliability of a common private LTE 
core.

• Smart multiple use case devices can evolve 
to re-select based upon use case to the 
correct CGW, as the converged architecture 
allows for the device to be assigned an 
updated priority without impacting CGW 
functionality.

Consolidation, priority and preemption
To provide QoS end-to-end, a bridge is 
needed between the QoS domains of the 
capillary and cellular networks. This bridge 
specifies how traffic from one domain 
(through a domain-specific QoS treatment) 
is mapped to a specific QoS level in the other. 
The specifics of the QoS bridge are  
determined in a Service Level Agreement 
(SLA) established between the providers of 
the capillary network domain and the cellular 
connectivity domain, or between the service 

owner (in the data domain) and the  
connectivity domain providers. Consolidation 
can be extended on the common LTE core to 
include centralized IP pools that are shared 
between capillary networks. Such  
consolidation allows for more seamless use 
case transitions in a multipurpose scenario  
and better predictability in design of the  
Converged Cellular Capillary Network. Many 
of the concepts used in Ericsson networks to 
manage competing priorities in traffic flows 
are easily applicable for addressing the  
complexities of a capillary network.

Scalable management
A range of tasks is now fulfilled by network 
management. One example is ensuring  
automatic configuration and connectivity 
for devices connected through a capillary 
network. Also, network management  
establishes access control restrictions and 
data treatment rules for QoS based on SLAs, 
subscriptions and security policies. In  
addition, a utility provider can use the  
management function to adapt service  
policies and add or remove devices. 
 Network management of connected  
devices in capillary networks poses new  
challenges, especially as compared to  
management of cellular networks. This is 

partly due to the vast number of connected 
devices, which is far greater than the  
number of elements handled by today’s 
network management systems. Instead of 
handling devices as individual nodes,  
economies of scale can be achieved by  
handling devices in groups that use  
policies and managed parameters that are 
more abstract and also fewer in number.
 A significant challenge for network  
management is the provision of full end-to-
end scope, an issue that is particularly evident 
when different domains in the end-to-end 
chain are provided by different business entities.  
The best way to overcome this limitation is  
to interconnect the network management 
systems in the different domains. The resulting  
cross-domain management provides end-to-
end management opportunities. For example, 
QoS in both the capillary and the 3GPP  
domains can be matched, and alarms from 
both domains can be correlated to pinpoint 
faults. Business Support Systems with the 
added intelligence from AI/ML algorithms 
enable efficient management of the mixed 
network.
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Smart multiple-use-case devices
As devices evolve to doing multiple things 
(your electric meter reporting on the 
weather?), the single-use-case gateways 
have to either evolve, or the devices need to 
get smart in selecting the right gateway. The 
process of gateway selection by the device 
is functionality that can be leveraged from 
the common LTE core infrastructure. Some 
of the criteria involved in this selection would 
include the collection of connectivity and 
policy constraints per gateway; applying  
those constraints in picking a gateway; 
informing the gateways of that decision; 
and rerouting of device traffic based on the 
new use case activated by the multipurpose 
device. Design considerations may lead to 
co-location of this intelligence within the core 
network or individually within the gateways.

We have seen that the grid modernization 
journey towards consolidation of the last mile 
with the last hop requires many considerations.  
Convergence of 3GPP (cellular) and non-
3GPP (non-cellular) networks is possible with 
a Converged Cellular Capillary Network that 
allows for the following:
• Consolidates SIM, eSIM and non-SIM 

solutions in a single wireless network.
• Aligns IP planning and address 

preservation and predictability across 
multiple connectivity domains to set the 
stage for evolution of those domains 
towards LTE.

• Work and schedules LTE solutions 
across capillary gateways to balance 
performance, load and use cases.

• Manages devices and network elements in 
a common architecture.

• Extends security relationships between 
domains to establish greater control over 
the flow of information.

Next, we will explore how capillary networks, 
introduced in this section, will integrate into 
5G and other wireless technologies to bring it 
all together.
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In this paper, we started with an overview 
of the components of a power grid and how 
wireless enables greater control and  
awareness. We first focused on LTE, based on 
the maturity of the utility device ecosystem 
in LTE. Then we looked at capillary networks, 
which will bring convergence between  
cellular and unlicensed networks in the last 
hop of the last mile in the community, where 
power lines meet the prosumer and the smart 
home.
 Over the next five years, Ericsson envisions 
the evolution in utilities connectivity moving 
in two directions:
• First, the more latency-sensitive use 

cases on the power grid will move from 
microwave/fiber to low-latency 5G 
Wireless as more spectrum gets assigned 
to modernize the Smart Grid.

• Next, utilities will leverage the best of breed 
between 3GPP and IEEE technologies in 
an enhanced Converged Cellular Capillary 
Network that would also include 3GPP 5G 
and IEEE Wi-Fi 6, depending on device 
performance needs.

As the connected world moves towards a 
wireless internet world, an increasing number 
of connectivity options will become available  
to utilities. Wireless device ecosystems and 
network security is evolving to meet the relia-
bility needs for grid modernization. This sec-
tion will expand on connectivity in the “last 
hop in the last mile” with a view on what’s 
next. We will explore different connectivity 
alternatives for IoT, how 5G/Wi-Fi 6 fits in 
and how to secure a network that bridges 
today to tomorrow.
 Let’s look at the following pieces to this 
puzzle:
• different connectivity alternatives for IoT
• 5G vs Wi-Fi 6
• advantages of 5G, deploying multiple 3GPP 

wireless technologies
• security aspects of the bridge/Capillary 

Networks 

Different connectivity alternatives for IoT
Connectivity is the foundation for IoT and the  
type of access (mesh, LTE, NB-IoT, LTE-M) 
deployed depends upon the nature of the 
application. Many IoT devices are being served  
by radio technologies that operate on  
unlicensed spectrum. These radios and devices  
are designed for short-range connectivity with 
limited Quality of Service (QoS) and security 

requirements, typically for a home or indoor 
environment. Currently, there are two  
alternative connectivity tracks for IoT applica-
tions that depend on wide-area coverage:
• Cellular technologies: 3GPP technologies 

like GSM, WCDMA, LTE and 5G NR operate 
primarily on licensed spectrum and 
historically have preeminently targeted 
high-quality mobile voice and data 
services. Narrowband IoT (NB-IoT) and 
LTE for machine-type communication 
(LTE-M) are optimized access technologies 
for low power wide-area (LPWA) 
applications that are focused on coverage 
and reliability.

• Unlicensed LPWA: Proprietary radio 
technologies provided by, for example, 
Sigfox and LoRa, have been developed 
and designed solely for MTC applications 
addressing the ultra-low-end device 
segment, with very limited demands 
on throughput and QoS. However, the 
deployment of these technologies requires 
end-to-end establishment of a single-use 
dedicated access network and dedicated 
core infrastructure.

Ericsson is no stranger to unlicensed  
technologies; we invented Bluetooth  
technology in 1994 that replaced wired  
communication between the mobile phone 

and headset. Unlicensed personal/short 
range networks have evolved quite a bit since 
then. They now provide the foundation for 
many of the single-use-case technologies in 
the last hop.
 Within the utility’s last mile, and for large 
geographic, contiguous and reliable coverage, 
the device and network ecosystem for LTE is 
widespread and well established. LTE can be 
leveraged for grid modernization in the short/
medium term, followed by 5G NR in the long 
term. In addition to LTE, for the LPWA-specific  
use cases, LTE-M technology extends LTE 
with features for extended device battery 
life, enhanced coverage and support for 
a low-complexity device category series, 
named Cat-M. NB-IoT is a standalone radio 
access technology based on the fundamentals  
of LTE that enables extreme coverage and 
extended battery life for ultra-low-complexity 
devices. Both CAT-M and NB-IoT support are 
planned for 5G.
 In the last hop and smart home integration 
into the smart grid, the comparatively high 
device price points in LTE would drive utilities 
to continue using existing unlicensed  
technologies like Zigbee, BLE, Sigfox and 
LoRa—while they wait for the LTE device  
ecosystem price points to be more affordable.
 

Figure 13: Access technologies addressing different IoT areas

How wireless will evolve within 
utilities over the next five years
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Advantages of 5G
One of the primary advantages of 5G vs 4G 
is faster transition to data connection (for 
instance, 150ms to 25ms), as shown in Figure 
14 below, due to the new state “RRC Connected  
Inactive,” which suspends the data connection  
between consecutive requests for internet 
access. 5G also allows for larger 100MHz  
carriers for increased throughput—although 
this advantage may not apply to spectrum 
dedicated to utilities. The 25ms time to  
restoration of internet access allows for  
increased support for mission-critical use 
cases and quick alarming in critical scenarios 
such as a fallen conductor. 
 5G supports channel sizes ranging from 
5MHz to 100MHz for bands below 6GHz, 
and channel sizes from 50MHz to 400MHz 
in bands above 24GHz. The full capabilities 
of 5G will be best realized through the wider 
channel sizes in new 5G bands.

Even if existing 3GPP end-to-end connectivity  
is not feasible, cellular technology can still 
provide key benefits when used as a bridging  
option, for instance, as an aggregation and 
routing solution. This capillary network  
approach allows end devices to utilize varying 
access solutions from either the short range 
or low-power wide-area (LPWA) domain 
and access the cellular networks via an LTE 
gateway device. Capillary networks enable 
the reuse of cellular functions and assets,  
such as security, device management, billing 
and QoS without requiring each end device 
to be cellular enabled. As an example, utility 
devices such as meters and sensors in a  
building may communicate over Bluetooth to 
one main gateway, which then connects with 
a server application over LTE/Cat-M/NB-IoT. 
(More on this in the security discussion later in 
the paper.)

5G vs Wi-Fi 6
With the arrival of every new generation of 
technology, the comparison of 3GPP and 
IEEE-based solutions have traditionally been 
a hot topic for discussion. Both 5G and Wi-Fi 
6 standards are technologically superior to 
their predecessors, and each has a role to play 
in today’s and tomorrow’s utilities networks. 
The technologies should be viewed as  

coexisting solutions, each offering substantial  
benefits, depending on the deployment  
situation.
 The boost in Wi-Fi 6 in terms of capacity,  
efficiency and flexibility (compared to Wi-Fi 
5) is based on technology priorities similar  
to 5G. Unlike its predecessor, Wi-Fi 5 
(IEEE802.11ac), the new standard can  
support up to 12 simultaneous user streams 
from a single Wi-Fi access point as well as 
8x8 multiuser MIMO for both uplink and 
downlink. Wi-Fi 6 offers greater flexibility 
for deploying channel sizes from 20MHz to 
160MHz, accommodating specific use case 
requirements. The addition of Orthogonal 
frequency-division multiple access (OFDMA) 
improves Wi-Fi performance, driving greater 
efficiency and providing lower latencies in 
indoor locations like arenas, auditoriums and 
other high-density environments. Wi-Fi is 
certain to continue providing last-hop  
access to wireless devices in people’s homes 
and non-critical access in mainly indoor 
deployments.
 5G, on the other hand, is a complete  
solution for enhanced mobile broadband 
(eMBB), massive machine-type  
communication (M-MTC), critical machine- 
type communication (C-MTC) and fixed 
wireless access (FWA). It supports both the 

wide-area and indoor connectivity needs of 
consumers, enterprises and the public sector. 
Many of the major service providers around 
the world have started deployments for many 
of these use cases using industry-leading 
solutions from Ericsson.
 5G NR dramatically boosts wireless capability 
for utilities. It leverages a flexible and scalable 
physical layer for handling diverse scenarios;  
ultra-lean design for energy efficiency; 
advanced critical MTC features for ultra- 
reliability, ultra-low latency and interruption- 
free mobility, Time- Sensitive Networking 
(TSN), and fully flexible end-to-end network 
slicing and QoS framework. For the 5G  
consumer, additional capabilities introduced  
in 5G include a wide range of frequencies 
(sub-1GHz to 100GHz) with very large  
bandwidths, seamless carrier aggregation 
across multiple bands and a massive number 
of steerable antenna elements—all of which 
allow for wireless fiber capabilities.
 Wi-Fi is sufficiently secure for office and 
home use. But 5G addresses a much larger 
security issue, accounting for end-to-end 
security and global identity management. 
With these capabilities, 5G NR is a much more 
attractive technology for addressing  
demanding connectivity requirements than 
the earlier generations of cellular systems.

Figure 14: Re-establishment of data connection on 5G/NR could be six times faster  
than 4G/LTE. 
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The insights above are based on Ericsson 
trials and deployments around the world. 
Depending on configuration optimizations, 
the average latency on LTE is 50ms or  
better. This allows for some of the following 
wireless use cases in LTE-based grid  
modernization:

With the enhancements to the state  
machine brought in by 5G, this family of use 
cases can be extended by 5G to address 
latencies of 10ms or better, depending on  
the spectrum and bandwidth available to  
the utility. For example:

In the journey ahead from 4G to 5G,  
spectrum is always a consideration. Ericsson  
deployments innovatively use Dynamic 
Spectrum Sharing, in which the same channel 
of spectrum can be used simultaneously for 
LTE and 5G. In addition to this, both Cat-M 
and NB-IoT can efficiently coexist in the same 
band as an NR carrier. Dynamic spectrum 
sharing in the same band between all four 
technologies Cat-M, NB-IoT, LTE and NR  
are already supported in 3GPP Release 15 
and additional enhancements are being  
standardized as part of Release 16. 

Table 1: Many non-critical transmission applications are already addressed with  
LTE latencies.

Table 2: 5G NR will enable support for critical low-latency use cases.

Figure 15: Massive IoT access technologies coexisting with LTE/NR DSS in the same carrier.
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Security aspects of the Converged Cellular 
Capillary Network
Bringing it all together, the pragmatic short-
term solution is to address the last hop and 
smart home with the relatively inexpensive 
devices in licensed/unlicensed spectrum. 
Last mile access and grid modernization is 
best provided with the reliability and wider 
reach in large geographies with LTE/5G. The 
bridge between the unlicensed last hop and 
the licensed last mile is provided by the LTE 
gateway in a capillary network that converges  
3GPP (LTE, 5GNR, LTE-M, NB-IoT) and  
non-3GPP mesh (such as Zigbee, BLE, LoRa 
and Sigfox) devices into a single network.
 Enabling end-to-end security in this  
converged mission-critical capillary network 
is of utmost importance. 

The devices deployed in capillary networks 
are likely to vary significantly in terms of size, 
computational resources, power consumption  
and energy source. Security in capillary 
networks does not follow a one-size-fits-all 
model because the devices in the capillary 
network are often constrained in the amount 
of resources for security algorithm processing. 
Learn more details on capillary networks in 
this Ericsson white paper on cellular networks 
for Massive IoT.
 Devices installed in a capillary network 
usually store credentials such as public key 
certificates, raw public keys or a shared secret 
that may not be 3GPP credentials. These 
non-3GPP devices, therefore, depend on the 
3GPP-enabled capillary gateway to provide 
security through the private LTE network to 

connect to devices on the internet or to their 
head-end systems.
 The security bridge between the  
constrained non-3GPP and network  
authenticated 3GPP devices in a capillary 
network can be addressed with Generic  
Bootstrapping Architecture (GBA)—a  
mechanism that the capillary gateway,  
equipped with a SIM or eSIM, uses to provide 
non-LTE devices with security similar to LTE 
User Equipment (UE). The constrained  
devices would then use a process of  
“delegated GBA” to bring those security  
associations from the capillary gateway onto 
the device.   
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Often, the non-3GPP devices in the capillary network have a trust/
business relationship with the capillary gateway provider—not the 
end-to-end LTE security solution that we need for reliability. The GBA 
mechanism used by the Capillary Gateway (CGW) provides unique 
keys for each device that allow for the end-to-end security relationship  
to be established between the individual non-3GPP device and the 
LTE network. These session keys are also used by individual non-3GPP 
devices in the capillary network when they communicate with  
application functions in cloud or head-end systems. 

Delegated GBA for Non-3GPP devices
Once the capillary gateway has been authenticated with the LTE 
network, the CGW can be used by devices as a proxy for GBA  
authentication based on bootstrapping keys generated by GBA  
process. This is “delegated GBA” for non-3GPP devices that allows for 
establishment of an end-to-end security association between device 
and application/head-end systems.
 A capillary network of 3GPP and non-3GPP technologies is a  
pragmatic way to bridge in the evolution of the Smart Grid to licensed 
LTE/5G-based wireless.

Figure 16: Converged Cellular Capillary Networks bring 3GPP and non-3GPP devices into a single multiple-use-case network.

Figure 17: Converged Cellular Capillary Networks bring 3GPP and non-3GPP devices into a single multiple-use-case network.
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Electricity and internet access are the life 
blood of modern civilization. The power grid  
that delivers electricity is a critical element— 
sustaining a constant flow of power is  
complex and challenging. As the population  
grows and sources of power generation 
evolve, utilities need to expand and evolve to 
keep pace. They must shift out of traditional 
thinking and scale with digital transformation.  
This paper described the digital power grid 
and showed how private LTE networks are 
enabling utilities to achieve their goals today.
 We now understand the components of the 
power grid and how evolution begins with 
the digital and wireless transformation of the 
substation. Copper cabling, analog protocols 
and trenches get upgraded to digital  
communication, wireless over the air. Sensor  
ecosystems get to leverage advances in 
LTE/5G device and chipsets.  Sustainability 
and Distributed Energy Resources are rapidly 
added to aging power grid infrastructure, 
using wireless technology capable of multiple 
simultaneous use cases, with enhanced  
reliability and performance. 
 The last mile of the power grid—where 
electricity gets delivered to the consumer—is 
also where sustainable sources of power like 
solar rooftops and electric cars create prosumers  
from consumers. The last mile brings  
additional considerations of safety and security  
addressed in this paper. Every discussion on 
evolution also needs to address how the new 
technology leverages and enables existing 
infrastructure in the journey towards grid 
modernization. Multiple LTE RAN technologies  
exist depending on the use case, with 
common protocols and constructs to build 
multipurpose wireless networks. Capillary 
networks are the bridge between existing 
single-use legacy unlicensed mesh technology  
and the new multipurpose LTE wireless 
network. The security profile that makes  
LTE secure and reliable gets extended to 
legacy networks with delegated 3GPP session 
credentials.

Cellular Wireless technologies like LTE,  
LTE-M, NB-IoT and 5G/NR enable 
widespread, reliable coverage to devices in 
the Smart Grid—providing a single wireless  
platform for multiple use cases. A single 
network simultaneously enables both  
wide-area high coverage/guaranteed  
reliability for the generation, transmission 
part of the power grid and the local-area high 
performance/best effort networks for the 
consumer/prosumer. 3GPP networks also 
provide mechanisms to bridge SIM-based 
cellular with existing unlicensed mesh based 
coverage—bringing reliability to the last hop 
of the last mile of wireless coverage.
 Now is the time for grid modernization to 
a mission-critical wireless network that can 
offer advanced, standardized technology  
driven by a global ecosystem. 

Conclusion
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• Yang, Yi (April 26, 2011), Power Line Sensor Networks for  
      Enhancing Power Line Reliability and Utilization (PDF),  
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• Electricity distributors warn excess solar power in network could  
      cause blackouts, damage infrastructure
• Capillary networks – a smart way to get things connected
• Gateway Selection in Capillary Networks
• Wi-Fi for the Internet of Things
• Whitepaper on cellular networks for Massive IoT - Ericsson
• 5G & Wi-Fi - indoor connectivity - benefits of 5G - Ericsson
• Massive IoT enables smart society in Sri Lanka - Ericsson
• Bluetooth Smart Mesh — why does it make sense for IoT?  
      – Ericsson
• Wi-Fi for the Internet of Things – Ericsson

AI/ML 
Artificial Intelligence/Machine Learning
CBRS 
Citizens Broadband Radio Service  in 3550-3700 MHz
GAA 
General Authorized Access for CBRS is pre-empted by PAL. 
IEC61850  
is an international standard defining communication protocols for 
intelligent electronic devices at electrical substations. 
IED 
Intelligent Electronic Device controls power grid devices. 
PAL 
Priority Access License for CBRS is prioritized over GAA.
RTU 
Remote Terminal Unit collects data from a power grid sensor.
SCADA 
Supervisory Control and Data Acquisition is a data protocol to read 
and control analog power devices.
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