Ericsson Business Review, Issue 4, 2015

Oceans apart?

“The extent to
which today’s
digital policy has
become politicized
on both sides is a
cause for concern”

when US and EU ICT
olicies collide

The collapse of the US-EU Safe Harbor agreement has revealed
fundamental ICT policy differences between the two sides — but
can they still learn something from each other?

“Different conceptions of privacy and free speech
often lead to different transatlantic approaches
to regulating the internet. Whereas a strong first
amendment in the US often means the US regu-
lators are less likely to circumscribe speech and
expression in online forums, the EU’s strong prin-
cipals-based approach to privacy and individual
reputation often trumps individual rights to free
speech.

In the EU, internet entrepreneurs — particu-
larly those that are building platforms that ena-
ble communications — need to be cognisant of
the higher likelihood of regulation and legal re-
sponsibility that could be foisted on them to con-
trol and police user communications.”

— Dan O’Connor, Vice President for Public
Policy, Computer & Communications
Industry Association (cc1a)

Over the past 12 months, it has become increas-
ingly clear that fundamental differences exist be-
tween European Union (EU) and United States (Us)
lawmaking when it comes to the regulation of tech-
nology. Following the nullification of the Safe Har-
bor agreement by Europe’s highest court — the Eu-
ropean Court of Justice — on October 6, 2015, the
political and socio-economic impact of these dif-
ferences is now under scrutiny across the globe.
This article presents key areas of transatlantic
divergence — and convergence — in digital decision-
making that could shape the future of 1CT regula-
tion globally. We divide our analysis into five com-
ponents — politics, principles, power, market and

priorities — before suggesting some areas in which
each side can learn from the other.

THE POLITICS
Policymaking is always influenced by political
agendas in some shape or form. But how do po-
litical motivations compare on both sides of the
pond? Overall, we are seeing a convergence of
agendas, with differences arising rather in the de-
gree of priority awarded to specific issues.

Firstly, technology is of strategic importance
to both European and us lawmakers. Although
the EU institutions are slightly late to the party,
they now understand that data is fast replacing
traditional commodities as the currency of the fu-
ture — and unlike oil or gold, is practically infinite
in supply.

Secondly, technology is now widely considered
a lever of geopolitical power. Although impor-
tant in both regions, this is more of a concern in
Washington than in Brussels. Online platforms
are also increasingly used to facilitate traditional
crime and spawn entirely new types of sophisti-
cated wrongdoing, such as mass hackings. The
us has traditionally been a greater target from for-
eign attack, which is reflected in its national se-
curity-anchored policy agenda. Nevertheless, re-
cent terror attacks and militant threats in Paris
and Brussels respectively are likely to result in a
shift in priorities in Europe.

Brussels has also caught up with the us in its
recognition of the economic power of technol-
ogy. The ability to transform whole industries and
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drive vital post-financial crisis growth using 1cT
is well understood stateside, with American 1cT
firms’ global leadership and market dominance
standing as testament. In Brussels, the political
desire to capitalize on the growth potential of icT
is much stronger than fear of its national security
risks.

Ethical considerations are influencing digital
policies on both sides. For example, how can leg-
islative frameworks balance citizens’ fundamen-
tal rights and the evolution of user needs, indi-
vidual states’ sovereignty and EU or federal au-
thorities, and cultural diversity with the benefits
of IcT-enabled harmonization? These are serious
questions that both Eu and Us regulators are grap-
pling with.

Finally, the extent to which today’s digital pol-
icy has become politicized on both sides is a cause
for concern. Legislators in Europe and the Us are
increasingly leveraging it to gain the upper hand
politically, resulting in skewed policies based on
circumstantial evidence.

THE PRINCIPLES
Although the political drivers of policy may be
similar, the principles underpinning Eu and uUs
lawmaking are very different.

EU policymaking is based on the Precaution-
ary Principle, whereby legislation is passed to
avoid a risk before it happens. Us regulators are
more inclined to let market forces play out, stag-
ing an intervention only in clear cases of market
or regulatory failure.

There are also theoretical differences in how
rules should be applied. Take data protection:
Europe relies on designated commissioners and
authorities to enforce citizens’ right to privacy
and data protection online. In the Us, users must
settle disputes privately by identifying infringe-
ments and suing the offending parties.

EU decision-makers are often wary of market

dominance, preferring a vibrant base of small and
medium-sized companies. This is evidenced by
several high-profile legal investigations by the Eu
into us 1cT firms’ commercial practices (such as
Google in online search or Apple’s tax affairs in
Luxembourg). Regardless of the merits (or other-
wise) of the European Commission’s concerns,
there is no denying that market dominance does
not draw the same political concern in the Us.

Each approach has its pros and cons. While the
EU’s principles-based approach is preventative
and helps to avoid cataclysmic problems such as
the collapse of the us investment bank Lehman
Brothers in 2008, it can also result in superfluous
regulation that is highly restrictive to 1CT sector
growth. The onerous draft General Data Protec-
tion Regulation (GDPR) under negotiation and
due to be wrapped up in late 2015 is a perfect
example that is currently dividing industry and
policymakers in Brussels.

The us approach, more laissez-faire and free
market in nature, creates scope for problems aris-
ing from the absence of regulation to which
lawmakers can then only react. Nevertheless, it
has also largely avoided the creation of rules and
regulations that fundamentally reduce the user-
value of the internet.

THE POWER
Navigating the opaque and tangled nexus of com-
petent authorities can be challenging on both
sides of the Atlantic, and is where companies of-
ten struggle in their lobbying activities.

One key difference between digital policymak-
ing in Europe and the Us is the respective influ-
ence over (or the ambition to influence) legis-
lative development at the supranational level.

In Europe, EU institutions (and particularly the
European Commission) are striving for much
greater authority to make decisions in this field.
As a result, there is a growing power struggle
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“The EU could

learn from its US
counterparts in their
approach to compe-
tition, and become
bolder in the face
of natural market
evolution”
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between Brussels and certain Member States
who already have comprehensive national laws in
place, including Germany, France, the uk and the
Netherlands. Poland is also set to become a key
player in this tug-of-war following the recent elec-
tion of the nationalistic Law and Justice party.

In the Us, competence to amend or introduce
technology laws remains largely at state level,
with the federal government relatively reluctant
to take on more responsibility in this area. Why?
Washington is all too aware that the political na-
ture of Congress and its protracted decision-mak-
ing prevent it from reacting to the legislative
needs of a fast-moving sector like 1CT.

So where does the power really lie on both sides?
In the EU, it is a mix of powerful Member States
such as France and Germany (with the Franco-Ger-
man axis almost unbeatable), with Brussels grow-
ing in top-down influence and capability.

In the Us, certain states and cities are driving
policy development from the bottom up, includ-
ing California (innovation, labor law), New York
(consumer protection) and Boston (prevention of
1cT-enabled crime). Prominent uUs regulatory
agencies, including the Federal Trade Commis-
sion (FTc) and the Federal Communications Com-
mission (Fcc), also play an active role in shaping
legislative development. These agencies are wide-
ly recognized to be more influential than individ-
ual states, but more reactionary than the federal
government.

In terms of effectiveness, the most robust argu-
ment for increasing EU-level competence in digi-
tal policy lies in the fact that issues requiring reg-
ulatory attention in the 1CT sector transcend na-
tional frontiers. The internet creates a borderless
society and economy, making pan-European, har-
monized legislation more appropriate in theory.

That said, the impact of 1CT is cross-sectoral
and societal, which means that national or state
contexts should be taken into account. What will
be most interesting is whether a gradual cession
of EU Member State power to Brussels sparks a
corresponding debate in the Us about the need
for a stronger federal role in 1CT policy.

Related to this issue is the lobbying culture in
the us and Europe. Federal politicians tend to take
a more permissive stance on external lobbying,
while the practice is often viewed with mistrust
in Europe. Indeed, the difficulties faced by us icT
companies in Brussels could be attributable to
their previous lack of awareness of this cultural
difference. Particularly in the context of the new
EU Parliament elected in 2014, transparency, hu-
mility and constructive engagement are central if
companies are to have a real say in EU decision-
making.

THE MARKET
Regulators in Brussels and the Us view the con-
cept of disruption very differently. Despite re-

cent Digital Single Market rhetoric to the contra-
ry, the idea of mass-market upheaval provokes
nervous tremors in European political circles still
reeling from the devastating effects of the 2008
financial crisis.

By contrast, the majority of us lawmakers be-
lieve the status quo to be the ultimate enemy of
fair competition and consumer choice. Online
market players are not considered an unfair threat
to perceived traditional industries like transport,
automotive or industrial manufacturing, with law-
makers more accepting of the “survival of the fit-
test” school of thought.

European and American legislators’ differing
conceptions of the market are likely down to
both cultural and economic factors. The EU is a
more prudent legislator by nature, and is less com-
fortable with fundamental change to the status
quo than the us.

The us has also traditionally led the way when
championing the biggest and best businesses
across the globe. The European economy is pre-
dominantly made up of small and medium-sized
companies that are more at risk of failure from
large-scale market disruption, and the Eu there-
fore feels it has a duty to protect them from pow-
erful incumbents with colossal market share.

But do these conceptual differences translate
into different policy decisions that regulate the
market? Arguably not. European lawmakers are
currently assessing the need to impose new rules
and regulations on online platforms to level the
playing field and protect users. Certain promi-
nent Us states are effectively doing the same in
parallel, as politicians shift from seeing the Ubers
of the world as disruptive innovators to recalci-
trants with little regard for law and order.

THE PRIORITIES
How do policy agendas compare in the two regions?

In both the Eu and us, privacy and data pro-
tection are paramount. EU legislators are focused
on protecting citizens’ personal data, both in Eu-
rope under the draft GDPR and in third-party
countries under international agreements. There
is a general trend in Europe toward placing
stronger obligations on 1CT companies to safe-
guard personal data, with new rules on joint pro-
cessor-controller liability and the legal basis for
processing and data profiling likely to be adopt-
ed in late 2015.

Privacy is equally high on the agenda in the us
following the Edward Snowden revelations, mass
hacking scandals, and powerful (yet vying) inter-
ests fighting for a say over the processing, stor-
ing, caching, hosting, transmission and control of
data.

Where the EU and us come into conflict is on
the polemic issue of mass surveillance. Us regu-
lators are fighting to maintain their ability to use
personal data for national security and defence,

“The US could
learn from the
EU’s philosophy
of balancing the
needs of govern-
ments and busi-
nesses with the
privacy concerns
of citizens”
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something the EU is actively opposing at home
and abroad. This divergence of views vaulted to
the forefront of global news in October 2015 fol-
lowing the European Court of Justice’s nullifica-
tion of the Safe Harbor Agreement, which had al-
lowed transatlantic data transfers since 2000 and
whose invalidation leaves ICT companies in a state
of mass legal uncertainty.

Intellectual Property Rights (1pr) are also
highly topical on both sides of the pond, with the
EU focused on copyright laws and the us looking
at patent reform. Specifics of the debate differ,
with Brussels discussing internet users’ cross-bor-
der access to and portability of copyright-protect-
ed content online, and us lawmakers looking at
enforcement, licensing agreements and litigation
processes.

Unique to Europe is growing regulatory scru-
tiny in the areas of competition and consumer
protection. Indeed, under the European Com-
mission’s Digital Single Market strategy, several
legislative reforms are planned for the next 18
months to tackle perceived issues in these areas.

Among the most controversial include an in-
quiry into competition abuses in the e-commerce
sector (ongoing), an assessment of the need for
platform regulation and greater intermediary
liability (already launched), copyright reform
(Q4 2015), and reforms of telecoms rules, the
e-Privacy Directive, and the Audiovisual Media
Services Directive (2016). VAT reform and digital
taxation will also be in prime focus from next year.

The majority of these issues are less of a prior-
ity stateside, where the focus is on cybersecurity
and the potential challenges posed by the Inter-
net of Things, and how to ensure the application
of us labor law in the sharing economy.

CONCLUSION
There are clear and fundamental differences be-
tween digital policymaking in Europe and the us,
particularly in theoretical approaches to lawmak-
ing, the political apparatuses making decisions
and conceptions of the market.

The nuances of European and American poli-
cy agendas are also different. The federal govern-
ment’s access to data and defence against 1cT-

enabled threats enjoy much greater prominance
in Washington. Although this may rise up the Eu
agenda in light of recent events in Paris and Brus-
sels, questions such as consumer protection, pro-
hibitive market dominance and the need to scale
up European companies will still reign supreme
in Brussels.

That said, a polarized view of EU and USs ICT
policy would be simplistic and based on circum-
stantial evidence. There are points of convergence
and even agreement on various issues (although
both parties may be loathe to admit it). The po-
litical motivation driving policy is often the same,
and regulators on both sides are struggling to rec-
oncile the demands of a fast-moving 1CT sector
with the protracted nature of creating new laws.

Moreover, the us and European political and
policy debate is not immune from mutual influ-
ence. The us is known to be watching Eu devel-
opments on data protection and data transfer ex-
tremely closely, while the Eu will likely follow the
Us in pushing stronger net neutrality laws as part
of a telecoms policy reform next year.

Also of cross-border concern is how individu-
al decisions may affect other regions into which
European and/or American companies are look-
ing to invest. Politicians in the White House may
not consider EU developments as policy influenc-
ers on home turf, but are known to be monitor-
ing how decisions made in Brussels may affect
legislation in the BRIC countries and Asia, for ex-
ample.

Are there areas in which each side can learn
from the other? Absolutely. The EU could learn
from its Us counterparts in their approach to com-
petition, and become bolder in the face of natu-
ral market evolution. EU regulation should be
much more risks-based and the enforcement of
competition law should be the default option to
address antitrust issues.

On the other hand, the us could learn from the
EU’s philosophy of balancing the needs of govern-
ments and businesses with the privacy concerns
of citizens. In doing so, it could seriously improve
its relations with its trading partners and poten-
tially avoid Safe Harbor-like catastrophies in the
future. @
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