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Abstract

Artificial intelligence (AI) is becoming integral to next-generation telecom systems, but it 
brings risks. The recent AI advancements in large language models (LLMs) and agentic AI 
introduce new dimensions to that risk. To trust AI-enabled systems, we must be able to trust 
AI itself and comply with regulations such as the European Union (EU) AI Act. Trust means 
ensuring the system works as intended and does no harm.

The key message of the paper is that for AI to be integrated into the telecom domain, 
including 5G and 6G networks, it must move beyond mere performance metrics to a holistic 
framework of trustworthiness. These capabilities should be embedded by design in the 
telecom domain. Trustworthiness is a core requirement for adopting AI-based systems, 
especially in live networks.
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Introduction 

As networks evolve into AI-native architectures, AI moves from a recommended trait to a 
foundational requirement, embedding trust at the core. In 5G, 6G, and autonomous network 
management, trustworthiness encompasses safety, security, transparency, reliability, 
and ethics. This integration of AI introduces a complex paradox: while AI is essential for 
managing the scale and complexity of modern traffic, its black box nature and susceptibility 
to adversarial manipulation pose risks to safety, transparency, and security. If not 
addressed, these risks might affect its adoption, delaying its positive benefits.

At Ericsson, we build trust into our AI portfolio by design. Our solutions respect human 
values and aim for outcomes that are both optimal and sustainable.

This vision aligns with the EU AI ethics guidelines [1], which Ericsson adopted in 2019 
and which set out requirements for human agency and oversight, transparency, privacy 
and data governance, diversity, non-discrimination and fairness, technical robustness and 
safety, societal and environmental wellbeing, and accountability.

Our previous whitepaper on trustworthy AI outlined this strategy and presented how to 
address trustworthiness requirements in AI-enabled systems. In Europe, the regulatory 
process culminated in 2024 with the EU AI Act [2], which defines rules for both providers 
and deployers of AI and applies a risk-based approach with stricter obligations for higher-
risk systems. Provisions of the act are now coming into force, and supporting materials such 
as guidelines, codes of practice, and harmonized standards are also emerging.

For creators and users of AI in telecom, trustworthiness is now a must, for compliance and 
for market confidence. It also opens space for innovation in a trustful manner. Operators 
and subscribers expect it, and competitors will offer it.

In addition, the recent explosion in the use of LLMs, generative AI, and agentic systems 
brings a new era for AI, which puts a new spin on trustworthiness. AI now interprets and 
generates natural language, reasons, operates autonomously, and can act in the real world. 
Thus, AI trustworthiness as a moving target calls for new techniques. The ethics guidelines 
still apply but their interpretation must evolve to fit the nuances of modern AI.

For Ericsson, this means ensuring that our current and future networks—5G, 6G, and 
beyond—become more autonomous, resilient, predictable, aligned with the regulations,  
and worthy of our customers’ trust.

https://ec.europa.eu/futurium/en/system/files/ged/ai_hleg_definition_of_ai_18_december_1.pdf
https://artificialintelligenceact.eu/
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Trustworthiness 
for traditional/
generic AI/ML 

As networks progress towards higher levels of autonomy, AI/ machine learning (ML) 
functions are being integrated across mobile network architecture, from lower-level layers 
to high-level management [3]. It becomes essential to ensure these AI entities can be 
trusted.

Here, “traditional” refers to AI models that require structured data with a singular modality 
and rely heavily on feature engineering. These systems are often thought of as ML rather 
than AI. Trustworthiness requirements are addressed through the development and 
application of technical methods specific to telecommunication use cases.
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Transparency/explainable AI

Transparency in AI-based systems provides interpretable, relevant, and understandable 
reasoning for why a decision was made and/or how AI arrived at this decision, using 
explainable AI (XAI) techniques. This builds customer confidence and trust and supports 
the adoption of black-box AI models executing in live networks.

XAI gives developers and testers a window into the model's internal logic and helps 
verify correctness. These techniques help engineers better understand the AI model and 
optimize it with efficient feature engineering and data collection.

Explainability can be applied to ensure correctness and enable trust at the model, 
component, or system level. At the model or component level, it provides model-specific 
insights in terms of input features, model parameters, or internal logic. This is useful for 
validating the black-box models and improving them by identifying corner cases.  
It can also be applied to discover and describe unusual or new behavior exhibited by the 
model. Insights from model-level explainability can be used for developing autonomous 
networks, to perform root-cause analysis, and to proactively catch issues before they 
appear in live systems. 

System-level explainability makes sure the entire system behaves as expected. It 
enhances traceability for the entire flow from inputs, through the model and other 
components,  
to outcomes delivered to the user. These include dynamic, model-agnostic explainability 
techniques such as decision flow trees or graphs, system traces, and case-based 
summaries. Surrogate model techniques can also be applied to explain other models. 
System-level explainability also helps automated AI and ML lifecycle management 
through compositional, generalized explanations. 

Both external users—customers and non-expert stakeholders—and internal users—
developers, testers, and monitors—can all benefit from explainability insights provided  
at the model or system level.

Please see Section 4 for detailed examples.
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Data and privacy

ML models are usually derived from large quantities of training data, so the quality  
of the data directly affects the quality of the model. Corrupted training data can result 
in incorrect or biased model results, and corruption of query data can taint the results 
of specific queries. Model developers need to analyze data for correctness, bias, and 
representation of the whole input domain. The statistical properties of the training data 
should match those of the real world. Tracking data provenance is important, to ensure 
data has not been tampered with between its source and the training pipeline. Where 
possible, training data should be retained to allow forensic analysis in the event of 
incidents and to better support retraining and model updates.

Depending on the domain, the data may contain sensitive content such as personally 
identifiable information (PII), so de-identification may be required. Even where data 
has been de-identified, attacks may be possible if a model itself is used to correlate with 
external data sources and infer aspects of members of the training set. Privacy principles 
by design and default should be applied to ensure security throughout the model lifecycle.

Robustness and security

A robust and secure telecom network requires that the AI on which it depends is also 
robust and secure. Attacks shown to be possible against traditional ML include:

•	 data poisoning, where the attacker can influence the overall model to introduce bias  
or can change model outputs for specific input cases

•	 adversarial examples, where the attacker makes minor, often undetectable changes  
to query data to change the output

•	 extraction attacks, where query data is collected to steal or copy the model weights

•	 inversion attacks, where queries are used to learn aspects of the training data, possibly 
by obtaining a significant subset of it

•	 membership inference attacks—that can be used to subvert de-identification controls—
where the attacker attempts to determine if certain data points exist in the training set

Since these attacks require differing levels of access to the training data, query data,  
and query interface, applying security controls throughout the model lifecycle is important. 
These controls must work together with quality assurance mechanisms–robustness 
and security are two sides of the same coin. For example, adversarial training, in which 
we intentionally include malicious examples in the training data so the model can learn 
to resist them, improves both security and robustness. Automated quality assurance is 
essential, using metrics selected to meet the joint needs of output quality and security. 
Conducting invariance and directional expectation tests is also essential to assess and 
assure the model’s robustness. In an invariance test, model predictions are expected 
to remain unchanged when label-preserving perturbations are applied to inputs. In a 
directional expectation test, a set of perturbations is defined for the input, which should 
have a predictable effect on model output. In production, guardrails can help constrain 
model output and protect against harmful actions. Human-in-the-loop architecture should 
be used for deployments where errors can have drastic effects.
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Trustworthiness 
for foundation 
models and 
LLMs

Foundation models and LLMs present new challenges to trustworthiness. The training 
data used for LLMs is often unknown, yet it fundamentally determines model behavior and 
reliability. Often, that data comes from unreliable or potentially malicious sources, such as 
scrapes of the public internet. LLMs are inherently non-deterministic, which means they can 
generate different text for the same input, may generate factually incorrect content, and can 
be sensitive to the phrasing of the input or prompt. Even with large context windows, their 
performance degrades as the context length increases [11]. Architectures of LLMs are often 
unpublished, which makes it difficult to explain their behavior. LLM explainability remains 
challenging, even if the model architecture is known, because of its black-box architecture, 
billions of parameters, and emergent behavior. 

One approach is to ask the model to produce step-by-step natural language explanations 
for its output; however, this is prone to common LLM reliability challenges. Attention 
visualization shows the relative strength of attention weights between the tokens in the 
model and can provide insight into which tokens were used, or given attention, when 
predicting the next token.
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Both model accuracy and explanation quality can be enhanced by integrating knowledge 
bases that include semantic graphs and ontologies. By explicitly modeling the semantics 
of telecommunications concepts and storing actual network configurations within this 
framework, we can more effectively ground LLMs in the telecom domain and, for example, 
improve the accuracy of telecom-specific reasoning. This approach allows for the generation 
of explanations based on well-defined concepts derived from the underlying ontology.

As with traditional ML, LLM training data may include sensitive content such as PII, 
raising similar privacy concerns. The model can also absorb sensitive data if the system is 
structured such that it learns continuously from user input. Even if such data is de-identified, 
the analytical and highly correlative nature of the LLM opens the possibility of using it to 
attack that de-identification. This may be an easier attack to mount for an LLM than for a 
traditional ML model because of the typical conversational nature of LLM systems. Bias in 
outputs is also a concern, since the model will generally reflect any bias in the training data. 
Researchers have shown that only a small amount of training or fine-tuning data needs to 
be affected to impart bias to the overall model [13].

Implementing a data governance framework is essential for training, fine-tuning, testing, 
and using LLMs, so that their outputs can be trusted. Data sources must be trustworthy, 
collected data must be properly curated, and licenses, intellectual property, and copyright 
requirements must be respected. Data retention policies and regulatory compliance are 
mandatory. 

End-to-end data traceability or data provenance must be implemented from data sources 
to their use in training, testing, and inference. It is essential to be able to assure the desired 
data quality. Because LLMs may regurgitate training data, anonymization of training 
data, removal of PII, and implementation of data leakage prevention mechanisms are 
necessary. If Retrieval Augmented Generation (RAG) or knowledge bases are used, the data 
governance framework should cover them as well.

LLMs share the same security concerns as any large application and introduce some unique 
ones. One notable attack is prompt injection. The input fed to the model consists of three 
parts. The system prompt is instructions to the model written by its creators or deployers. 
The user prompt is instructions or questions to the model from the user. User data is any 
data provided for the model to process. These three components are concatenated and fed 
to the model as a single stream. As a result, if the data, for example, contains instructions, 
the model may interpret them as such and act on them. These instructions might override 
the system and user prompts and cause the model to act incorrectly. There is particular 
danger when the user data is retrieved from an untrusted source, such as content pulled 
from the internet. Similarly, the user may attempt to put content in the user prompt that 
overrides controls or guardrails in the system prompt. Prompt injection is an example of a 
classic vulnerability known as confusion of control and data channels, where data is mixed 
with instructions and therefore interpreted as commands.

The only sure prevention for prompt injection would be to separate the control and data 
channels, but the inherent nature of LLMs makes this impossible. Various techniques have 
been devised to protect against prompt injection, but none have been found to work with 
a high degree of success [14]. Best practices currently involve using a layered defense 
strategy, based on a risk analysis. Controls include instructions in the system prompt 
to constrain model operation (also known as guardrails), filtering of the user prompt, 
restrictions on allowed data sources, filtering of user data, using multiple models separated 
into trusted and untrusted zones, and human-in-the-loop architectures where outputs 
are checked before use. In situations where model output can affect other systems or the 
physical world, for example, in agentic systems, surrounding the model with deterministic  
or algorithmic code that constrains its actions can be useful.
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Trustworthiness 
for agentic AI

Agentic architectures use agents and tools to create systems that execute complex tasks 
autonomously, given natural language requests. Agents, the brains of the system, are based 
on LLMs and can perform reasoning to understand a request, break it into pieces, and 
execute them in order, calling other agents and tools as necessary. Tools, the hands of the 
system, perform desired operations. A wide body of tools is emerging that can do almost 
anything, from reading and writing data to operating physical systems. 

Standardized protocols such as Agent to Agent [15] and the Model Context Protocol—
between agents and tools [16] link the components together. Tools publish natural 
language descriptions of their capabilities, so agents can intelligently select the appropriate 
ones for a given task. This represents an enormous increase in system power and flexibility. 
Rather than a defined set of functions developed into the system, an agentic system with 
a sufficiently powerful set of tools can take a natural language request and do something 
new. This power means that agentic systems will be a key component of future telecom 
systems, supporting autonomous operation of networks and powerful management 
capabilities. 
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Increased power, however, brings with it increased risk. Risks related to 
trustworthiness include:

•	 the highly parallel nature of agentic systems, coupled with automation bias, often 
leading to inadequate testing and limited visibility into system-level performance 
and robustness

•	 incorrect or malicious agent actions, due to hallucination or resulting from prompt 
injection

•	 excessive power of tools, such as the use of general-purpose tools with broad 
capabilities when only a small set of functions is needed

•	 inadequate sandboxing of code generated by tools

•	 inadequate or uncoordinated authentication and authorization, particularly when 
integrating agents and tools from multiple providers

•	 chaining effects, where errors move from agent to agent, or are remembered in 
system memory and affect future operations

•	 immature implementations - because these protocols and their implementations 
are new, their security characteristics are not fully understood, and they lack long 
periods of production use and testing

•	 the dynamic and nondeterministic nature of agentic systems makes it difficult to test 
thoroughly, because not all possible flows of agent actions can be predetermined

It is important to do thorough risk analysis on agentic systems, applying zero-trust 
principles. Data sources and their potential for prompt injection should be analyzed. 
Human oversight and approval before execution of dangerous operations can help, 
but in some cases is not practical if the system operates faster than human perception 
and reaction. In those cases, consider putting algorithmic guards—not LLM-based and 
therefore not corruptible—in place to check and constrain actions. 

Security of agentic systems is an active area of research, and many good resources are 
emerging, such as the Open Worldwide Application Security Project Top 10 for agentic 
applications [17]. Multi-agent collaborations in an agentic AI framework may often 
showcase good and bad emergent behavior more than in generic  
multi-agent systems. These systems are being increasingly considered for deployment 
in the telecommunication domain, where safety and performance are critical. Thus, 
establishing methods for identification, specification, detection, prevention, and 
mitigation of harmful emergent behaviors has become essential to ensure overall 
trustworthiness requirements. 
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Example use 
cases

A typical case where explainable AI is used to perform root-cause analysis is network slice 
assurance. For slice assurance, the agreed network properties or key performance indicators 
in the service level agreement must be guaranteed. Otherwise, a penalty has to be paid. One 
use of AI and XAI is to predict a potential violation that could occur in the future and then 
resolve it in an automated fashion. Model-level, post-hoc explanation techniques that are 
attributive and counterfactual, are used to perform root-cause analysis and understanding 
the key-factors involved [4], [5].

In mobile network optimization, reinforcement learning (RL) has been implemented for the 
Remote Electrical Tilt (RET) use case, which automates tilting of the antenna. RL is again 
a black-box method. Multiple explainable RL (XRL) methods are being researched. One 
of them is our in-house developed Both Ends Explanations for Reinforcement Learning 
(BEERL) method [6] that generates a detailed explanation to check the correctness of the 
model and to justify the selection of an RL action taken. For example, explaining why an 
uptilt action was chosen instead of downtilt. 

Other methods being researched generate interactive explanations, such as Autonomous 
Policy Explanations (APE) [7]. This generates explanations in natural language format. 
It is interactive and useful for a high-level user or management person in checking the 
AI model’s correctness. A user can inquire about an action, for example, “When is uptilt 
performed?” The method responds back with the response “Uptilt is performed when 
the cell has good signal quality and the cell has high throughput”. Or the user can ask 
about a condition, for example, “What happens when coverage is low?” and the method 
responds back with “The antenna will uptilt”. While APE is retrospective, Temporal Policy 
Decomposition is another novel in-house developed method that captures even expected 
future outcomes [8]. This information is important to clarify and explain future situations 
such as when an agent might compromise its current action in order to maximize its future 
cumulative rewards.
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Figure 1 presents a RAN energy saving use case, where feature importance and APE 
methods have been researched at different lifecycle phases of an RL agent, and later 
deployed in a customer network [9]. Feature importance using Shapley Additive 
Explanations was used before deploying the agent to the real network to ensure the 
correctness of the model. After the deployment phase, APE was used to validate the 
outcome—whether the agent behaved as expected or not. In addition to ensuring 
correctness and providing transparency of the models, it established customer trust  
for moving the model from the simulator environment to the live network. 
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Figure 1. Explainable RL on energy saving use case to analyze agent’s behavior and to 
evaluate deployment results.
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Furthermore, we have shown that LLMs can be used to enhance explainability for RL 
models, which is more dynamic and flexible than APE explanation. This translates feature 
importance outputs into natural language explanations, as shown in Figure 2. [12].

Action 2 is taken under the following conditions:
1. Low interference, low SINR, low RSRP, and low throughput: This occurs 15.52% of the time.
2. High interference, low SINR, and low throughput: This occurs 1.64% of the time.
3. High SINR and high throughput: This occurs 0.25% of the time.
These conditions are based on the provided data and indicate the scenarios under which Action 2 
is performed.

Under what conditions is Action 2 taken?

Figure 2. LLM implementation to explain a trained RL model for RET use case.

More reliable and robust answers from LLMs can be achieved by analyzing their input-
output behavior. This can be done by measuring the amount of change observed in the 
output prompt in relation to perturbations in input prompt. LLM-powered agents are being 
widely adopted in intent-based service management or other similar use cases in the 
telecommunication domain.

Intent-based networking [10] leads to automatically configurable network operations, 
abstracting away the complexities through Intent Management Functions (IMFs) used 
by intent owners or intent handlers at different levels of operation—business, service, 
or network (RAN/Transport/Core). Transparency is a key requirement in the decision-
making process by IMFs at the system level. Here, explanations can be provided as part of 
intent reports addressing multiple scenarios: why an intent was rejected, why an intent’s 
requirements cannot be fulfilled, why an action taken was necessary, or why an observation 
was required to fulfil an intent. As shown in Figure 3, given the decomposed intent through 
the different layers, northbound explanations directed from intent handler to intent owner  
are provided to state why an intent was or was not fulfilled in accordance with the 
standardized format for intent reports.
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Intent

Expectation: Create/Update 
an E2E Network Slice

Property Expectation: 
Ensure E2E latency and UE 
throughput

Trigger: Generate 
explanation report when 
Intent degrades

Intent Status: Degraded

Explanation: Property expectation 
E2E latency unmet

B2C, B2B, B2BX

Business IMF

Service IMF

RAN IMF Transport IMF Core IMF

Core NFRAN NF Transport NF

Intents

Intent reports with 
North-bound explanations 

Figure 3. System-level explainability through the network domains - business, service and 
resource layers.
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Conclusion

Modern telecommunications systems will depend heavily on AI and, as they become more 
autonomous, will leverage the latest AI developments such as LLMs, generative AI, and 
agentic architectures. For these systems to be trustworthy, the AI inside them must be 
trustworthy. Developers and deployers must take this into account, consider the entire AI 
lifecycle, and adopt an approach of trustworthy-by-design.

Comprehensive risk analysis must be applied, covering traditional and modern AI, with 
controls starting at the earliest development phase. Appropriate controls against traditional 
attacks include authentication and access control; data governance, protection and  
de-identification; adversarial training; algorithmic security controls; and invariance and 
directional expectation testing. For LLMs and agentic architectures, important controls are 
prompt guardrails, trust-zone separation, data source restrictions, and restrictions on the 
duration and scope of agent powers.

For all types of AI, explainability techniques can help achieve both the security and quality 
aspects of trustworthiness. Human-in-the-loop controls, along with transparency measures 
and auditability, ensure the AI remains answerable to its users.

In 5G and 6G systems, and beyond, AI-based architectures will provide unprecedented 
features and power. With appropriate attention during their development and deployment, 
they can provide unprecedented trustworthiness as well.
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