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Executive summary

This position paper aims to unpack the complexity and expand on the nuances of 
vulnerabilities, their role in a cyber-attack, and what from an Ericsson perspective 
constitutes the most effective mitigations. The end goal always being that the number  
of and impacts from cyber security incidents is minimized. This will ensure that resources 
are put to best use so that society can maximize the benefits new digital innovations  
bring about.

Commonly understood, a vulnerability is a weakness in software that can be exploited 
resulting in the compromise of security and privacy. But vulnerability can also be caused 
by the misconfiguration of a system, a lack of hardening of software products, or a flawed 
architecture. In other words, anything that introduces a weakness that can be exploited 
by a third party is considered a vulnerability. Consequently, it is incorrect to conflate the 
meaning of a vulnerability as just a software weakness that can be exploited.

The different stages and steps of a cyber-attack are often described as a cyber kill 
chain and software vulnerabilities offer only one option for the attacker in the kill chain. 
Often the presence of a software weakness is not a sufficient condition for successful 
exploitation and the associated negative consequences to materialize.

To help identify the severity of a vulnerability, the cybersecurity community has developed 
a globally recognized standard that helps contextualize and categorize software 
vulnerabilities. To help identify which vulnerabilities need to be prioritized the standard 
has measures to assess the context of a vulnerability by classifying the environmental and 
temporal security relevant criteria. This contextual environment requires the handling of 
vulnerabilities in a risk-based manner.

Ericsson has developed the “trust stack” concept, which models the security posture of 
a deployed network. Due to the multifaceted, multivendor, and highly interdependent 
context of how telecom networks are realized to deliver end-user services, executing a 
successful attack is not trivial in networks with appropriate security hygiene. A successful 
attack on a deployed telecom network would require multiple security controls and 
processes to fail to create the opportunity to exploit a software weakness.

Without an all-encompassing approach to cyber security, from development to 
operations, security incidents cannot be minimized. The standards, frameworks, and 
technology already exist, but these need to be put to appropriate use. When developing 
a public policy response, careful consideration is essential to recognize vulnerabilities in 
the relevant security context, which significantly differs across consumer, enterprise, and 
telecom networks. 

Therefore, a holistic, risk-based, and well-targeted regulation is best suited to ensure a 
secure and resilient critical infrastructure. Fragmented or disproportionate emphasis on 
silver bullet solutions risks creating a false sense of security and a risk of diversion  
of valuable security resources to fix vulnerabilities that are neither severe nor  
exploitable or necessary to execute a successful cyber-attack. The main consideration  
will be to minimize cyber incidents as opposed to minimizing the mere presence of any 
kind of vulnerability.
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Introduction

The vast benefits from the continued digitalization of economies and 
society, driven by technologies such as 5G, Cloud, and IoT have also 
resulted in increased value at stake. This is a consequence of a combined 
effect of the increased amount of sensitive data that is being generated, 
transmitted, and stored. Along with an acceleration of cybercriminals 
and nation states willing to attack, extort, blackmail, or sabotage the 
internet, devices, IT systems, and critical infrastructures, the risks are as 
high as ever. This has led to a growing concern about the security and 
resilience of our digitized world. However, these threats and risks are not 
new, and mitigations are well known. It is important to consider gaps and 
missing incentives in implementing mitigations for business leaders and 
policymakers when developing public policy responses. 

The field of cyber security is broad, technically complex, and without 
single silver bullet solutions, making effective and proportionate policy 
development and implementation difficult. One enduring discussion 
among policymakers and industry stakeholders is how to improve the 
detection, mitigation, and resolution of vulnerabilities. Some policymakers 
promote an enabling and fostering approach for the business environment 
to decrease vulnerabilities through voluntary action, which, in turn, 
contributes to a more secure digital ecosystem. At the same time, 
others consider regulatory interventions to regulate the vulnerability 
management process to achieve the same purpose. 

However, vulnerability management is not a one-size-fits-all, nor a binary 
topic but rather one of nuance and appreciation of complexity. This 
position paper aims to unpack this complexity and expand on the nuances 
of vulnerabilities, their role in a cyber-attack, and what from an Ericsson 
perspective constitutes the most effective mitigations. The end goal 
always being that the number of and impacts from cyber security incidents 
is minimized, which will ensure that resources are put to best use so that 
society can maximize the benefits new digital innovations bring about.
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What is vulnerability?

Commonly understood, a vulnerability is a weakness in software 
that can be exploited resulting in the compromise of security and 
privacy objectives [1]. A weakness can also be referred to as a bug 
or an error made in software code, which could be abused (that 
is, exploited) leading to a software vulnerability. Even more, what 
is not so commonly understood is that a vulnerability can also be 
caused by the misconfiguration of a system, a lack of hardening 
of software products, or a flawed architecture. In other words, 
anything that introduces a weakness in a computer system that 
can be exploited by a third party is considered a vulnerability. 
Therefore, it is incorrect to conflate the meaning of a vulnerability 
as just a software weakness that can be exploited. 

Vulnerabilities also come in different classes, the most critical when 
exploited would result in an attacker obtaining privileged access 
to a system without any prior credentials. Most vulnerabilities, 
however, are typically less severe and require additional 
investment from the attacker to gain insight, privileges, and access 
to be able to successfully exploit.  To help identify the severity 
of a vulnerability, the cybersecurity community has developed 
a globally recognized standard that helps contextualize and 
categorize software vulnerabilities. This de-facto standard, called 

CVSS – Common Vulnerability Scoring System [2], provides a 
set of criteria that are used to calculate the severity scoring of a 
vulnerability between 0.0 (none) to 10.0 (critical). 

As an example, the Log4Shell [3] vulnerability had a CVSS score 
of 10.0, when it was discovered in December 2021 and received 
significant global media attention. That year alone, 1,053 out of a 
total of 24,399[4] , or about 4%, publicly disclosed vulnerabilities 
received the same critical classification. However, almost none 
of these additional critical vulnerabilities gained as much media 
attention.  Log4Shell by itself is not a remote code execution 
vulnerability, and there are additional dependencies, such as 
how the affected software code is written and configured. As 
such, these contextual factors significantly impact if and how the 
Log4Shell vulnerability can be exploited. For this reason, despite 
the global attention and active exploitation [5], no major incidents 
were observed anywhere[6]. It brings us to the question of why 
vulnerabilities are not treated equally and why policymakers  
need to adopt a risk-based approach to vulnerability management 
to ensure that the industry continues to focus resources on 
vulnerabilities that are likely to result in cyber incidents.
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Not all vulnerabilities are equal!

Vulnerabilities that allow an attacker to execute an attacker’s 
own code in a system remotely without credentials (for example, 
through the internet) are the most severe class of vulnerability. 
Assets (a fancy word for targets prone to a cyber-attack) that 
are unprotected from remote code execution vulnerabilities and 
have significant exposure (such as when directly connected to the 
internet), needs the utmost priority to have mitigations applied. 

Internal systems with the same vulnerability should also be 
prioritized for mitigation but with a lower priority. The nuance 
between these two situations is that for threat actors to exploit 
these internal systems, they must first have to defeat multiple 
security controls also known as ‘defense-in-depth’. A defense-
in-depth approach ensures that if one control fails, others will 
prevent an attacker from reaching their desired objective. This is 
the best practice when securing a computer system. Ultimately, it 
means that the same technical vulnerability in an internal system 
with defense-in-depth significantly increases the difficulty to 
exploit and therefore, is less likely to result in a cyber incident. So, 
policymakers need to balance their attention between the class of 
vulnerabilities and the presence of defense-in-depth measures.

Another notable vulnerability type is “privilege escalation,” where 
attackers can exploit a weakness to elevate their access privileges 
from a lower privileged user (for example, a read-only user) to a 
high privileged user, often with the intention to gain administrator 
rights. For this type of vulnerability to be abused, an attacker 
first needs to gain initial access to the targeted system, either 
through phishing, reusing, or guessing passwords or by abusing a 
software vulnerability. Given these conditions, privilege escalation 
vulnerabilities are generally scored lower than remote code 
execution vulnerabilities. 

To help identify how vulnerabilities should be prioritized the 
CVSS standard has measures to add the necessary context. This 
is because the base CVSS score (as often discussed in the media) 
only considers the vulnerability in isolation. In reality, computer 
systems or telecom networks are implemented in a security context 
that uses layers of protective measures such as firewalls, anti-
malware, configuration hardening, and two-factor authentication 
measures. This security context is captured in the CVSS standard 
by classifying the environmental and temporal security  
relevant criteria:

•	 The environmental situation is scored by contextualizing the 
vulnerability in a specific environment regarding the sensitivity 
of the information, availability, and criticality of the system, 
and the integrity of the data. It also considers the exposure 
(for example, internet facing), if the system is monitored and 
administered by security professionals as in the case of telecom 
networks, or not as in the case of most consumer products, and 
how access to the system is controlled. In other words – by 
considering the value of the defense-in-depth measures that 
have been implemented it is possible to determine the actual risk 
in a specific situation.

•	 	The temporal score quantifies the temporal or timely aspects 
of a vulnerability. After the discovery of a vulnerability, 
documentation, and tools for exploitation become available, but 
also mitigations and patches mature. Both factors respectively 
increase or decrease the risk of a vulnerability. If a vulnerability 
is found but no tools or code are known that can abuse the 
vulnerability the risk of the vulnerability being exploited is 
reduced. It is due to the logic that the chance of an attack 
being successful is reduced as it requires special research and 
knowledge. The same logic goes for when temporary mitigation 
is available. While the vulnerability might still be present in 
the code the chances of an attacker being able to abuse the 
vulnerability are reduced.

When the CVSS score is complemented with the environmental 
and temporal scores, it helps to assess the risk score [7] for a 
vulnerability in a particular system at a particular point in time. 
Taking the previous example, Log4Shell – this vulnerability was 
at the beginning given the highest CVSS scoring of 10.0 – with 
the assumption that affected systems were internet facing. 
However, when the very same vulnerability was calculated for a 
telecommunication system, where environmental factors ensured 
that there was no way for an attacker to breach the layered security 
controls (a required dependency for exploiting this vulnerability), 
the scoring and therefore, the risk was much lower. 

Additionally, in the past five years, no major incidents have been 
reported to Ericsson’s Product Security Incident Response Team 
(Ericsson PSIRT) that were caused only by a software vulnerability. 
Most of the reported incidents were caused by failed (basic) 
operational security control and hygiene in telecom networks. 
Furthermore, the annual report from ENISA [8] on Incidents in 
Telecom security, only identified a single incident caused by a 
software vulnerability. This finding is also corroborated by the 
annual report from Verizon [9] based on their incident response 
work where only 7% of incidents can be related to software 
vulnerabilities. 

These findings might seem counter-intuitive when reading 
the news about vulnerabilities in the media because: not all 
vulnerabilities are created equal and both environmental and 
temporal factors matter. Experts who protect systems and telecom 
networks, as well as policymakers, need to adopt a targeted and 
measured approach to ensure that any intervention yields net 
benefits. When developing policy, careful consideration is essential 
to recognize a vulnerability in the relevant security context, which 
significantly differs across consumer, enterprise, and telecom 
networks. The foremost consideration needs to be that a one-size 
approach does not fit if the ultimate policy objective is to minimize 
cyber incidents as opposed to minimizing the mere presence of any 
kind of vulnerability. 
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What does it take for an 
attack to be successful?

The different stages and steps of cyber-attacks are often described 
as a cyber kill chain and clearly expose the difference between 
different kinds of vulnerabilities. Kill chains are methods that can 
be used to assess how a threat actor gains initial access, moves 
laterally into adjacent systems, and in the final step executes 
the attack, such as exfiltrating data, sabotaging, or maintaining 
persistence for subsequent objectives.

An initiative called “MITRE ATT&CK [10] ” provides a standardized 
framework that models attacker tactics, tools, and procedures 
(in short TTP). In this framework, exploitation of a software 
vulnerability is one of many documented methods attackers may 
employ. Exploiting software vulnerabilities has limited value when 
considering the other options (vulnerabilities) made available to an 
attacker, such as:

•	 Phishing (for example, tricking a user to enter their password into 
a fake website),

•	 Password spraying (reusing credentials obtained elsewhere and 
attempting to use them on multiple systems to determine if they 
are valid),

•	 	Scanning for network misconfigurations to gain access to 
adjacent networks or systems,

•	 	Reusing legitimate software for malicious purposes (“Living off 
the land”),

•	 Abusing intended software functionality for malicious purposes, or

•	 Backdooring software (supply chain attack).

In summary, software vulnerabilities offer only one option for the 
attacker in the kill chain. A vulnerability  is not alone on a piece of 
software but is part of an entire software package, running on an 
operating system, on a network, within a data center, and providing 
a specific service. It is this contextual environment that requires 
handling vulnerabilities in a risk-based manner and where CVSS 
helps to quantify the risk.

To further clarify the telecom-specific contextual environment, 
Ericsson has developed the “trust stack” concept, which models the 
environment from both a technical and ownership view. These four 
processes, as shown in Figure 1, are separate but interdependent, 
as the security of a deployed network is enabled by the previous 
process but made effective by the next process. 

Any measure not implemented or implemented with a (software) 
weakness constitutes a vulnerability in the overall environment. 
These weaknesses when deployed in the network can later be 
abused by an attacker and together are the cause of security and 
continuity incidents.

Security of deployed networks
Ericsson Trust Stack model

Operations process
• Secure operational procedures, e.g., segregation of duties, use of least privilege and logging
• Monitoring the security performance, vulnerability management and detection of attacks 
• Response and recovery after breach

Deployment process
• Solid network design with security and resilience in mind
• Configuration of security parameters, hardening

Vendor product development process
• Secure hardware and software components
• Secure development processes
• Version control and secure software update

Telecommunications standardization process
• Secure protocols, algorithms, storage

Figure 1- Ericsson Trust Stack model
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Figure 2 High level mobile network overview

What does it take to exploit a software 
vulnerability in a telecom network?

Often the presence of a software weakness is not a sufficient 
condition for successful exploitation and the associated negative 
consequences to materialize. A successful attack on a deployed 
telecom network would require multiple security controls and 
processes to fail to create the opportunity to exploit a software 
weakness deep inside the network. 

Due to the multifaceted, multivendor, and highly interdependent 
nature of how telecom networks are realized to deliver end-user 
services, executing a successful attack is not trivial in networks 
with appropriate security hygiene. The security posture of a 
deployed network (see also figure 1) depends on: 

•	 Standards used by vendors to develop products,
•	 The unique per vendor product development processes, including 

sourcing or development of hardware components, third-
party software, open-source software, and in-house software 
development,

•	 The configuration of discrete final network components to 
a complete network (or more likely installment into a legacy 
network),

•	 Daily operations of deployed networks including threat detection 
and mitigation.  

As shown in Figure 2 Telecom networks are segmented into 
different domains such as Radio, Core, and Management with the 
equipment that facilitates the different generations (2G, 3G, 4G, 
5G) deeply interconnected. However, from a user perspective, these 
systems are fully transparent (not accessible to the user of a mobile 
system), and access to networks is minimal and protected by strict 
defense-in-depth measures configured by the communications 
service provider (CSP). 

This design makes the exploitation of a vulnerability – especially 
the ability to obtain persistent privileged access – strongly 
dependent on the protective measures in place in the systems 

and the network. Furthermore, if these protective measures are 
compromised, an attacker has many options far beyond software 
vulnerability exploitation that also require less investment to 
achieve a broader set of objectives. This is not to say that the 
minimizing of critical software vulnerabilities is undesirable. It is 
necessary, of course, but not sufficient if the ultimate objective is 
to minimize cyber incidents. Rather, system vulnerabilities and 
effectiveness of protective measures, for example, defense-in-
depth matters a lot and at minimum needs to be considered by 
policymakers when developing vulnerability management  
policy frameworks. 
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Security Reliability Model
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Ericsson’s Security Reliability Model

What is in the control of a telecom 
network manufacturer? 

Lifecycle of a vulnerability 
in a commonly used software component

1.
Identification of a 
vulnerability by a security 
researcher

2.
Disclosure of the
vulnerability to the
component vendor,
e.g., an Operating System 
vendor  

5.
Development
of a fix

6.
Communication of the
vulnerability along with
the instructions on how
to fix  

3.
Operating System
vendor assessment; is
their software really
vulnerable or not?
In this case it is. 

4.
Identification of the
impacted version/s
of the OS 

7.
Ericsson Vulnerability
Management process
picks up and processes
the vulnerability
producing the fix    

Figure 3 - Lifecycle of a vulnerability

Figure 4 Ericsson’s Security Reliability Model

The manufacturers of telecom equipment must of course have a process to handle vulnerabilities 
throughout the entire life cycle (figure 3). This is to appropriately deal with the discovery of new 
vulnerabilities as much as target resources at the most relevant vulnerabilities to mitigate the 
possibility of cyber incidents to occur. 

The SRM enables managed, risk-based software development 
processes to ensure security and privacy implementation of 
requirements tailored to the target environment (context) and 
demands. Contained in this framework are the processes of 
vulnerability management as shown in distinct phases in Figure 3. 

The time needed for each phase depends on the severity of the 
finding. While Ericsson provides context-specific information to its 
customers on how to configure, deploy, and operate products with 
targeted security, the control over such security-relevant decision-
making is outside the control of a manufacturer. 

In addition to minimizing the creation of new vulnerabilities, manufacturers need to implement multiple measures that 
together help ensure the development of secure products.  Ericsson has established an internal control framework known as 
the Security Reliability Model (SRM) [11]  depicted in figure 4.
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Recommendations to policymakers 

The following key attributes merit managing vulnerabilities 
differently in the context of telecom networks compared to 
consumer devices or enterprise (corporate) IT networks: 

•	 Criticality of the system

•	 Active security management and monitoring of the system

•	 Bilateral communication channels for vulnerability disclosure

Rather than aiming to remove all vulnerabilities (which is 
impossible to achieve), the most effective measure is to take 
a holistic approach and ensure that security best practices are 
implemented at all levels of the trust stack (figure 1). Doing 
so guarantees that systems are protected against all types of 
attacks, apart from targeting software weaknesses for improving 
overall security and minimizing the risk of a security or continuity 
incident. Policymakers can contribute by defining the overarching 
security outcome objectives and ensuring that international/
global standards are applied to foster conducive market conditions. 
Government authorities can help by sharing information about 
threats and incidents in an appropriate way. 

Regarding vulnerability management in the context of 
telecommunications networks to achieve the objective to minimize 
the number and impact of cyber security incidents, Ericsson 
suggests the following to be considered:

1.	 Define and implement a multiparty ‘Common Vulnerability 
Disclosure’ (CVD) process including all relevant parties to 
standardize the exchange and resolution of vulnerabilities.

2.	 Ensure that system vulnerabilities and software vulnerabilities 
are addressed in an all-encompassing way, thus avoiding 
fragmented approaches. Obligations should be symmetrical for 
all security-relevant stakeholders.

3.	 This is achieved by providing all responsible parties in the 
trust stack with a strong enough incentive to implement the 
required processes and tooling to minimize weaknesses during 
standardization[12] , development, deployment, and operation.

a.	 It will also ensure that the number of and impact from cyber 
security incidents is minimized far beyond the presence of 
critical exploitable vulnerabilities.

4. 	  �Implement effective and proportionate means for validating 
that all parties have fulfilled their responsibility and 
implemented the required processes.   

A CVD process resolves many of the issues pertaining to 
vulnerability disclosure namely:

•	 Technical details regarding critical software vulnerabilities are 
often considered initially sensitive as premature disclosure might 
result in attacks by threat actors before mitigation is available,

•	 The defenders often require technical details of the vulnerability 
to be disclosed to them to adequately protect their systems, 

•	 Defenders require time to test and deploy patches or mitigations, 
and

•	 The severity or impact of a vulnerability is not always directly 
clear. Disclosing uncertain, ambiguous, unreliable information 
can add confusion, increase the time to implement a patch or 
mitigation, and impose unnecessary costs on defenders.

To counteract the issues above, a multiparty CVD process is 
necessary. The process ensures that all necessary parties are 
informed of the new vulnerabilities and mitigations, ensuring 
communication timelines and response resolution times 
are synchronized between all relevant stakeholders. Two 
organizations, FIRST [13] and OECD [14] both provide valuable 
frameworks to facilitate such a process.

What a CVD process does is facilitate the reduction of the overall 
risk of a possible incident. As explained above, a company with 
good security hygiene incorporates multiple security controls to 
reduce the probability of an incident occurring, or the impact if an 
incident does occur.  If the goal is to have critical infrastructure 
that is secure and resilient against cyber-attacks, then all parties 
in the trust stack must implement the relevant security best 
practices. Any public security policy needs to ensure that all parties 
are incentivized and covered by obligations within their sphere 
of influence to be held accountable for outcomes. The number of 
vulnerabilities can be reduced, and incidents prevented by setting 
and validating clear guidelines for which best practices must be 
implemented to counteract threat(s).

Without an all-encompassing approach to cyber security, 
from development to operations, security incidents cannot be 
minimized. The standards, frameworks, and technology already 
exist but they need to be put to appropriate use. Therefore, a 
holistic, risk-based, and well-targeted regulation is best suited to 
ensure a secure and resilient critical infrastructure. Fragmented or 
disproportionate emphasis on silver bullet solutions risks creating 
a false sense of security and a risk of diversion of valuable security 
resources to fix vulnerabilities that are not severe, exploitable, or 
necessary to execute a successful cyber-attack.
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