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Setting the standard:
methodology counters
security threats
Security has become a central question for network operators and the global
telecommunications industry. This is largely due to a shift to more open IP
networks, as well as a diminishing dependence on obscure telecom protocols
and isolated infrastructure to provide security. The concerns that arise from
these developments need to be addressed holistically throughout product
development life cycles from creation to termination.
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Over the past decade, the
number of attacks on IT and
communications systems has
risen drastically. This increase
has gone hand in hand with
a massive rise in the use of
communications systems for
everything from utilities and
public health, to transportation
and everyday communication.
Ericsson refers to this as
the Networked Society, and
within it, networks serve as
critical infrastructure that is
fundamental for economic and
social development. However,
it also leaves society more
vulnerable to cyber threats,
both malicious and those arising
from carelessness and a lack of
awareness – it is this situation
that needs to be addressed.
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As this new threat landscape has
become more evident and clearer to
both governments and the telecommunications industry, the demand for
stronger security requirements on communications equipment has risen, with
specific emphasis on telecommunications equipment.
Ideally, the standards that govern the
telecommunications industry should
provide sufficient security functionality to combat any new threats. However,
traditional telecom networks have
offered a limited set of functionality,
which has in effect provided them with
protection. Devices running on isolated
infrastructure are by nature less vulnerable than networked ones. Mobile telecom networks have an additional layer
of protection provided by the many
and very detailed telecom specifications. This situation has now changed
dramatically. In parallel with the
transition to IP technology, the game
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RNC
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SECAM
SRM
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radio network controller
Security Assurance
Specification
Security Assurance
Methodology
security reliability model
Universal Subscriber
Identity Module

changers have been the availability of
open source implementations of 3GPP
radio protocols and the use of common
platforms. As the world moves toward a
future in which the impact of these factors becomes even greater, security has
become a primary consideration of the
telecommunications industry.
To preserve interoperability among
products, existing 3GPP telecommunications standards have been developed
with a focus on protocols and equipment behavior. The security elements of
these standards prevent attackers from
misusing systems through the defined
protocols and interfaces.
However, the existing standards do
not cover how to securely implement
protocols and associated functionality
in a product, or how to test any given
implementation for vulnerabilities.
Neither do the standards specify how
to secure the proprietary interfaces of
a product or how security-related issues
should be managed throughout the
product life cycle. In other words, security assurance is not part of the 3GPP
standards.
As demands for tougher security
measures now tend to be discussed on
a national level, the risk that different
countries will develop diverging collections of security requirements is high.
This kind of fragmentation may not
only make networks more expensive,
but it jeopardizes interoperability and
threatens subscriber access to network
services and capabilities.
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To counteract these potential threats
to operator revenue, the best approach
to addressing security issues is one that
is global and rooted in standardization.
Standardization activities
In mid-2012, Ericsson initiated a 3GPP
initiative to stay ahead of the new security challenges. The objective of this initiative was to develop a set of security
assurance requirements better suited
for a world of ubiquitous connectivity,
including a methodology to create the
requirements, and a process to ensure
that commercial products meet the
desired level of security.
For the methodology part, the initial idea was to reuse the ISO/IEC 15408
standard Common Criteria1. This
approach is often used in conjunction with product certification processes, such as the Common Criteria
Recognition Agreement (CCRA), under
which product evaluations and protection profiles are performed to high and
consistent standards.
However, 3GPP perceived the
Common Criteria methodology to be
too complex and decided to design a new
and lighter one, which would be tailored
to meet the needs of the telecom industry – but borrowing from Common
Criteria when appropriate.
The new approach goes under
the name of Security Assurance
Methodology (SECAM), and its
study phase has been completed and
documented in a 3GPP Technical
Report2. The formalization of the methodology is documented in the 3GPP
Technical Report3.
The new methodology
The aim of any security assurance
methodology – and SECAM is no exception – is to provide users with the assurance that commercial products fulfill
the security goals defined by the product’s intended use, at a predetermined
level of security.
Manufacturers, purchasers and users
often refer to products as being secure.
The true meaning of such a statement is
that a product meets a given set of security requirements, which in the worst
case are implicit. But even if a product
explicitly fulfills a defined set of security requirements, it may still contain
vulnerabilities – it is simply not possible
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to define every single way a product can
be misused. Security requirements can
be defined in a negative manner, for
example: it shall not be possible for an
unauthorized agent to modify the system configuration.
However, there is no way to prove that
a product meets such a requirement.
There may be ways for an unauthorized agent to modify system configuration that are not known at the time
of evaluation.
SECAM differs from previous 3GPP
standards in that it establishes security
requirements not just for products but
also for the development process used to
manufacture them.
The methodology applies the following concept of assurance: an accreditor
verifies that a manufacturer is capable
of producing products to a given set of
security requirements, thus eliminating the need to issue certificates on a
per product basis. This approach is in
contrast to the one adopted by Common
Criteria, in which each product is typically evaluated and certified by a third
party, and where accreditation requirements relate to the evaluation process
and thus fall on the third party and not
the manufacturer.

Roles, trust relationships
and requirements
SECAM includes a number of different
roles, such as manufacturers and purchasers, and covers a number of trust
relationships. Manufacturers build
products based on specifications, while
purchasers – in almost all cases operators – trust the manufacturer to adhere
to the agreed security requirements.
With SECAM, purchasers should be
able to trust an accreditor’s indirect
verification of a manufacturer’s development process. As the accreditor only
verifies the development process, not
the product itself, an additional role is
needed to verify that products actually
meet given security requirements. This
is the role of the evaluator, which could
be taken on by a third party. However, it
is anticipated – and allowed by SECAM
– that manufacturers will assume this
role themselves once they have been
verified by an accreditor.
These roles and processes are illustrated in Figure 1, and once all roles
have been verified, purchasers will be
able to trust the security of the delivered
commercial products.
The accreditor will reassess the manufacturer’s product development
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FIGURE 2 

Product development and evaluation process (according to SECAM)
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processes at regular intervals to ensure
that approved procedures continue to
be followed. During these assessments,
the accreditor will also verify that manufacturers are able to fulfill the set security assurance requirements, and that
the evaluator is capable of performing a
proper evaluation of the product.
The specific security requirements
that should be set for product development processes have yet to be decided.
It has, however, been agreed that these
requirements will be set by GSMA –
which also acts as an accreditation
authority for (U)SIM manufacturers4.
Self declaration
Once the evaluation of a product is complete, manufacturers can issue a self
declaration, which can be used by purchasers for guidance during their buying process. A self declaration includes
the results of product evaluations, as
well as information about whether the
manufacturer and the evaluator are
accredited or not.
Using the security requirements and
test results defined in the self declaration, purchasers can carry out their
own product evaluation. If the results
of such a reevaluation are not consistent with the self declaration, the purchaser may initiate a dispute resolution
process with the accreditor. Should the
accreditor conclude that the accredited
manufacturer and evaluator have not
acted according to the requirements
for the product development process,
disciplinary action could be taken, the
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outcome of which could be the revocation of accreditation licenses.
Security assurance requirements
There are two main types of security
assurance requirements in SECAM;
these two types are also part of the
Common Criteria. The first type relates
to the development process and the second to products.
Some examples of requirements
relating to the development process
include that the manufacturer shall:
use appropriate development-site
protection;
deploy sufficient version and
configuration management;
apply secure coding guidelines; and
ensure that a suitable patch
management process is in place.

Requirements related to products are
defined by 3GPP and collected in groups.
Several different requirement groups
could apply to one and the same product. For example, requirements that are
specific to a particular 3GPP function,
such as an RNC, a NodeB, or an eNodeB
may be collected into one group.
Other requirements, such as those
related to platform security and physical protection of the implementation
may be put into another group. The
purpose of this separation is that same
requirement groups may be applicable
to several different products and can
therefore be reused. For example, a base
station that provides eNodeB functionality can apply the requirement group

Enhanced
vulnerability
analysis

for eNodeBs as well as the group of platform and physical security requirements. A product that provides both
RNC and NodeB functionality can
apply the specific requirement groups
for these 3GPP functions, as well as the
same platform and physical security
requirements as the eNodeB.
Groups of requirements are
brought together under the umbrella
of a Security Assurance Specification
(SCAS), which roughly corresponds to a
Protection Profile in Common Criteria.
An SCAS is used as input to the product
development process (see Figure 1), and
as several requirement groups can apply
to a product, more than one SCAS may
be appropriate.
Along with the actual security
requirements, an SCAS includes tests
to ensure that these requirements are
correctly implemented. So, a product
that passes all of the tests meets the corresponding requirement. It may not
always be necessary for a product to pass
all tests in an SCAS, though all results
should be reported.
It is assumed that management of
an SCAS will follow normal 3GPP procedures. In other words, corrections or
updates are handled by submitting a
change request to 3GPP. Under the current 3GPP meeting schedule, updates
can be proposed up to four times a year.
Product development process and
evaluation
In theory, the product development and
evaluation process consists of four linear steps. In the first step, the product is
developed, and then it is tested in steps
two to four. Security assurance, however, tends to be executed in an iterative and partially overlapping fashion.
To enable purchasers to reevaluate a
product, manufacturers must provide
the test results from the evaluation process and the documentation describing
the product in the context of the applicable SCASs. If a product fails a test, this
should be documented and clearly communicated to the purchaser. An overview of the four steps of the product
development and evaluation process is
shown in Figure 2.
Throughout the initial product development, manufacturers should document how the requirements of each
applicable SCAS correlate to specific
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functions, assets or properties of the
product. This documentation is referred
to as the SCAS instantiation and is
SECAM’s closest equivalent to a Security
Target in Common Criteria. The primary purpose of the SCAS instantiation
is to provide sufficient detail to carry out
the required test activities: compliance
testing and basic and enhanced vulnerability testing.
Tests should be specified in such a
way that a product either passes or fails
– partial fulfillment is not an option.
Compliance testing includes, for
example, verification that security
configuration documentation exists,
and that roles for operation and maintenance personnel are properly documented. Tool-driven and manual tests
(in which a tester interacts with the
product), such as verifying that access
to the operations and maintenance
function is authenticated, can also be
included in the SCAS.
Basic vulnerability testing of a product consists of running a set of security
testing tools. Port scanning is one such
tool, and this test identifies open ports
that should be closed. The testing process could also include the use of tools
that exploit known vulnerabilities in
both open and closed source software
included in the product, as well as fuzz
testing of protocol implementations.
Enhanced vulnerability testing is a
more thorough analysis and requires
that the tester possesses a deeper understanding of threat analysis and risk
assessment than is needed for the previous test steps.
By nature, this type of analysis is hard
to standardize, and 3GPP has decided
to exclude it from the first stages of
SECAM. It may, however, be included at
a later stage, when SECAM has reached
a greater level of maturity.
Security assurance at Ericsson
To ensure the correct level of security
exists in its products, Ericsson has developed a security reliability model (SRM).
This model provides a method to set
ambition levels for security features
and to ensure that an assigned level is
achieved in the implementation of a
product. SRM consists of three different areas, as shown in Figure 3. The
process of setting the security ambition
level is based on risk assessment.

FIGURE 3  
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Within the SRM, security measures
are functional requirements defined for
products and are divided into different
areas. Each area is further subdivided
into levels, depending on the risks and
threats associated with the product, so
that an appropriate security level can
be set for it.
In the SRM, a standard set of security assurance activities – such as risk
assessment – act to secure design rule
compliance, adherence and vulnerability analysis, and configuration and
patch management. These activities are
a mandatory part of Ericsson’s process
for product life cycle and are applied to
all products in development. Risk assessment is performed early in the development phase of a product, the outcome of
which determines what assurance activities need to be applied later in the product-development process.
The configuration and operation of
security functions is documented in
the customer product information.
This documentation is also tested during the functional testing of the security
functions. Instructions and guidelines
to support users on how to harden the
product is also part of the product documentation, as well as a description of the
product environment (network, physical and operational) and how it should
be designed and implemented. All of
this forms key parts of the documentation required by SCASs in 3GPP SECAM.
For Ericsson, the SRM is vital in our
R&D processes and provides us with a

Security
documentation

documented approach to assure that we
develop secure products. All of which is
in line with the self declaration that is
included in the SECAM process.
Way forward
The first step in 2014 in terms of SECAM
development will be for 3GPP to develop
an SCAS for an MME5 and formally
record the SECAM process in a permanent 3GPP document3. In parallel with
this activity, GSMA will begin to define
the requirements for the product development process, as well as establish the
accreditation authority.
Once these two activities have been
completed, vendors and GSMA will run
a pilot test case of SECAM evaluations.
Ericsson engineers will continue to
use their experience of working with
the SRM to provide input to SECAM,
and conversely, the SRM will be aligned
with SECAM. And perhaps most importantly, Ericsson will continue to develop
its SRM as a core feature to combat
the constantly evolving threats to the
communications industry.
Conclusions
SECAM provides a framework to set
security requirements that are applicable on a global scale. It also encompasses security requirements and
models for evaluating the quality of
product development processes, as
well as indirectly evaluating the quality of commercial products. In addition, the framework includes tests
E R I C S S O N R E V I E W • JANUARY 29, 2014
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to ensure that products fulfill the set
requirements.
The SRM model puts Ericsson in
a good position to fulfill the requirements and help keep future networks
secure as they take an ever more central
role in society.
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